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Contents of Package:

D-Link DI-808HV Broadband VPN Router

5V DC Power Adapter

Ethernet (CAT5-UTP/Straight-Through) Cable
Manual on CD

Quick Installation Guide

Note: Using a power supply with a different voltage rating than the one included with the
DI-808HV will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.
System Requirements For Configuration:
B Ethernet-based Cable or DSL Modem

B Computer with Windows-, Macintosh-, or Linux-based
operating system with an installed Ethernet adapter

B Internet Explorer version 6.x or Netscape Navigator
version 6.x and above, with JavaScript enabled



Introduction

The D-Link DI-808HV is a 8-port Broadband Router with Virtual Private Network
(VPN) functionality. It provides a complete solution for Internet and office resource
sharing, and secure access to remote corporate networks. It is an ideal way to
extend the number and reach of computers connected to your network.

After completing the steps outlined in the Quick Installation Guide (included in
your package) you will have the ability to share information and resources.

The DI-808HV is compatible with most popular operating systems, including
Macintosh, Linux, and Windows and can be integrated into a large network.



Connections

WAN port is the

All Ethernet ports auto-sense connection for the
cable types to accommodate Ethernet cable to the
straight-through or crossover Cable or DSL modem
cable.

Receptor

for the

Power

- EEREE S .-

COM port provides LAN ports provide inq th

serial connection for connections to Ethernet- Pressing the

dial-up analog modem. enabled devices. Reset Button
restores the

router to its
original factory
default settings.

Features & Benefits

B Broadband modem and IP sharing
Connects multiple computers to a broadband (cable or DSL) modem to surf
the Internet

B Auto-sensing Ethernet Switch
Equipped with a 8-port auto-sensing Ethernet switch

B Hardware VPN Termination Device
Supports up to 40 VPN Tunnels

B VPNPass-Through supported
Supports pass-through VPN sessions and allows you to setup VPN server
and VPN clients

B Firewall
Unwanted packets from outside intruders can be blocked to protect your
network

B DHCP server supported
All of the networked computers can retrieve TCP/IP settings automatically
from the DI-808HV

B \Web-based configuration
Configurable through any networked computer’s web browser using
Netscape or Internet Explorer



Features & Benefits continued

B Access Control supported
Allows you to assign different access rights for different users.

B Packet Filter supported
Packet Filter allows you to control access to a network by analyzing the
incoming and outgoing packets and letting them pass or halting them
based on the IP address of the source and destination.

B Virtual Server supported
Enables you to expose WWW, FTP, and other services on your LAN to be
accessible to Internet users.

B User-Definable Application-Sensing Tunnel
You can define the attributes, for instance opening special ports to allow
packets to come through, to support special applications requiring multiple
connections, such as Internet gaming, video conferencing, and Internet
telephony. The DI-808HYV can sense the application type and open a multi-
port tunnel for it.

B DMZHostsupported
Allows a networked computer to be fully exposed to the Internet; this
function is used when the special “Application-Sensing Tunnel feature” is
insufficient to allow an application to function correctly.

Introduction to Broadband
Router Technology

Arouter is a device that forwards data packets from a source to a destination. Routers
forward data packets using IP addresses and not a MAC address. Arouter will forward
data from the Internet to a particular computer on your LAN.

The information that resides on the Internet gets moved around using routers. When
you click on a link on a web page, you send a request to a server to show you the next
page. The information that is sent and received from your computer is moved from your
computer to the server using routers. A router also determines the best route that your
information should follow to ensure that the information is delivered properly.

A router controls the amount of data that is sent through your network by eliminating
information that should not be there. This provides security for the computers con-
nected to your router, because computers from the outside cannot access or send
information directly to any computer on your network. The router determines which
computer the information should be forwarded to and sends it. If the information is not
intended for any computer on your network, the data is discarded. This keeps any
unwanted or harmful information from accessing or damaging your network.



Introduction to Firewalls

Afirewall is a device that sits between your computer and the Internet that prevents
unauthorized access to or from your network. A firewall can be a computer using
firewall software or a special piece of hardware built specifically to act as a firewall. In
most circumstances, a firewall is used to prevent unauthorized Internet users from
accessing private networks or corporate LANs and Intranets.

A firewall watches all of the information moving to and from your network and analyzes
each piece of data. Each piece of data is checked against a set of criteria that the
administrator configures. If any data does not meet the criteria, that data is blocked
and discarded. If the data meets the criteria, the data is passed through. This method
is called packet filtering.

A firewall can also run specific security functions based on the type of application or
type of port that is being used. For example, a firewall can be configured to work with
an FTP or Telnet server. Or a firewall can be configured to work with specific UDP or
TCP ports to allow certain applications or games to work properly over the Internet.

Introduction to Local Area Networking

Local Area Network (LAN) is the term used when several computers are connected
together over a small area such as a building or a group of buildings. LANs can be
connected over large areas. A collection of LANs connected over a large area is called
a Wide Area Network (WAN).

A LAN consists of multiple computers connected to each other. There are many types
of media that can connect computers together. The most common media is CAT5
cable (UTP or STP twisted pair wire). Each computer must have a Network Interface
Card (NIC), which communicates the data between computers. ANIC is usually a
10Mbps network card, or 10/100Mbps network card, or a wireless network card.
Wireless Local Area Networks (WLANS) do not use wires; instead they communicate
over radio waves.

Most networks use hardware devices such as hubs or switches that each cable can be
connected to in order to continue the connection between computers. A hub simply
takes any data arriving through each port and forwards the data to all other ports. A
switch is more sophisticated, in that a switch can determine the destination port for a
specific piece of data. A switch minimizes network traffic overhead and speeds up the
communication over a network.

Networks take some time in order to plan and implement correctly. There are many
ways to configure your network. You may want to take some time to determine the
best network set-up for your needs.



Introduction to Virtual Private Networking

Virtual Private Networking (VPN) uses a publicly wired network (the Internet) to se-
curely connect two different networks through a secure “data tunnel.” For example, an
employee can access a corporate network from home using VPN, allowing the em-
ployee to access files, databases, and other networked resources. Here are several
different implementations of VPN that can be used.

Point-to-Point Tunneling Protocol (PPTP)

PPTP uses proprietary means of connecting two private networks over the Internet.
PPTP is a way of securing the information that is communicated between networks.
PPTP secures information by encrypting the data inside of a packet.

IP Security (IPSec)

IPSec provides a more secure network-to-network connection across the Internet or a
Wide Area Network (WAN). IPSec encrypts all communication between the client and
server whereas PPTP only encrypts the data packets.

Both of these VPN implementations are used because there is not a standard for VPN
server software. Because of this, each ISP or business can implement its own VPN
network making interoperability a challenge.



LEDS

LED stands for Light-Emitting Diode. The DI-808HV has the following LEDs
as described below:

LED LED Activity
Power A steady light indicates a connection to a
power source
M1 LED FIa;hes once per second to indicate an
active system
M2 LED Lights up when the device has an Internet
connection

A solid light indicates connection on the
WAN WAN port. This LED blinks during data
transmission

A solid light indicates a connection to an

COM external dial-up analog modem

LOCAL A solid light indicates a connection to an

NETWORK Ethernet-enabled computer on ports 1-8.

(Ports 1-8) This LED blinks during data transmission




Getting Started

For additional information @ N Internet
about setting up a network, <k

See:

®

Networking Basics Backup Modem

Using the Configuration
Menu

Computer 2
Desktop PC or Laptop

DI-808HV

Ethernet VPN Router

Computer 1

Desktop PC or Laptop

For a typical network setup in a home or small office (as shown above),
please do the following:

o You will need broadband Internet access (a Cable or DSL subscription line into
your home or office).

e Consult with your Cable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to the DI-808HV wireless broadband router (see
the Quick Installation Guide included with the DI-808HV.)

connection, you can install the D-Link DFE-530TX+ Ethernet adapter into an
available PCl slot. (See the Quick Installation Guide included with the DFE-530TX+.)

If you are connecting a laptop computer to your network, install the drivers for the
Ethernet Cardbus adapter (e.g., D-Link DFE-690TXD) into a laptop computer.(See

6 If you are connecting a desktop computer to your network and you need an Ethernet
the Quick Installation Guide included with the DFE-690TXD.)

6 You may connect an analog modem (optional) to function as a backup to the DI-
808HYV. To use a backup modem, you must have dial-up service.
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Using the Configuration Menu

Whenever you want to configure your network or the DI-808HYV, you can access the
Configuration Menu by opening the Web browser (i.e., Internet Explorer or Netscape
Navigator) and typing in the IP Address of the DI-808HV. The DI-808HV default IP

Address is shown below:

] Open the Web browser
] Type in the IP Address of

the DI-808HV (http://192.168.0.1)

File Edit “iew Favorites Tools  Help

OBack T o lﬂ lELI .;\: 4

Address & http://192.168.0.1

Note: If you have changed the default IP Address assigned to the DI-808HV, make sure to

enter the correct IP Address.

The factory default User name is admin and the default |
Password is blank (empty). Itis recommended that you
change the admin password for security purposes. Please
refer to Tools>Admin to change the admin password.

Home > Wizard

DI-808HV
Broadband VPN Router

Home [UVELTEL IS fW1.1ES Status

Setup Wiza

setup wizard step by step to configure the DI-BOBHV.

[

LAN

DHCP

I

VPN

Help

The DI-808HV is an Ethemet Broadband Router ideal for home networking and
small business networking. The setup wizard will guide you to configure the DI-
808HV to connect to your ISP (Internet Service Provider). The DI-S08HV's easy
wizard setup will allow you to have Intemet access within minutes. Please follow the

(7]

Help

Connect to 192.168.0.1

o

DI-308HY

User name: ‘ € admin v |

Password: [

[CIremember my passward

The Home>Wizard screen will
appear. Please refer to the
Quick Installation Guide for
more information regarding the
Setup Wizard.

o Clicking Apply will save changes made to the page

Apply

=

Cancel

J Clicking Cancel will clear changes made to the page

O Clicking Help will bring up helpful information regarding the page

Help

@ Clicking Restart will restart the router. (Necessary for some changes.)

Restart

11



Using the Configuration Menu
Setup Wizard

Once you have logged in, the D-Link

: et DI-B0BHY
Home screen will appear. Broadband VPN Router
Home [UIELLEL B F 11 Status Help

The DIB08HY is an Ethernet Broadband Router ideal for home networking and

small business networking. The setup wizard will guide you to configure the DI~

80BHV to connect to your ISP {Internet Service Provider). The DIS08HV's easy

Wizard setup will allow you to have Internet access within minutes. Please follow the
setup wizard step by step to configure the DI-B08HV.

: Run Wizard '

Help
VPN

Click Run Wizard

2} Setup Wizard - Microsoft Internet Explorer

The welcome screen outlines the — (240t DITE0BHV SEetup Wi Zara
steps to complete the setup

wizard. Click Next to continue. Wielcame to the DI-808HY Setup WWizard. The Wizard will guide you through
these four guick steps.Begin by clicking on Next.

Step 1. Set your new passward
Step 2. Choose your time zone
Step 3. Set Internet connection

Step 4. Restart

Click Next o O

Next] Exit

12



Using the Configuration Menu
Setup Wizard > Set Password

28 Setup Wizard - Microsoft Internet Explorer E”E”g|

DI=80SHVISETUpIWIZard)
Set Password

You may change the admin account password by entering it a new password.
Click Next to continue.

Old Password [sssssssees |

Mews Password | |

Reconfim | |
Click Next
Old Password- This information is masked.
New Password- Type in the new password for the admin account.
Reconfirm- Type in the new password again to confirm. Click Next to

continue with the Setup Wizard.

13



Using the Configuration Menu
Setup Wizard > Time Zone

Select the appropriate time zone for your location-

Select the proper time zone.
Selections can be made by <3 Setup Wizard - Microsoft Internet Explorer
clicking on the drop down list.

Click Next to continue.

D16 0B HVSELUPIVNIZArd)

Choose Time Zone

Selectthe appropriate time Zone for your location and click Next to continue.

| [GMT-08:00)Pacific Time (US & Canada) W !

Click Next KHE ST )
Back Cancel [Next ] Exit

Setup Wizard > Auto Detecting WAN

Please wait a moment while the <3 Setup Wizard - Microsoft Internet Explorer
DI-808HV auto detects your

WAN.

DIS6UOHVISELUPAVIZAr]

Auto Detecting WAN

Flease wait a moment ...

14



Using the Configuration Menu
Setup Wizard > Connection Type (WAN)

Select Your Internet Connection-

You will be prompted to select
the type of internet connection
for your router. Choose the

< Setup Wizard - Microsoft Internet Explorer

D-Link

sy weracu P

BED
DIESUGHVSCLUPAYIZATd

appropriate selection and click Select Internet Connection Type (WAN)
Next to continue. Selectthe connection type to connect to your ISP. Click Next to continue.
Choose this option to obtain an IP address
(& Dynamic [P Address automatically from your ISP. {For most

Cable modem users)

Choose this option to set static IP
information provided to you hy your ISP.

Choose this option if your ISP uses
PPPoE. (For most DSL users)

() Dial-up Netwark To surf the Internet via PSTN/ISDN.
C Others PPTP and BigPond Cable.

O gtatic IP Address

(CJPPF over Ethernet

Click Next @ ‘;’ a '3

Back Cancel [Next| Exit

If you are unsure of which setting to select, please contact
your Internet Service Provider.

Select Others only if you use PPTP in Europe or Big Pond
Cable in Australia.

15



Using the Configuration Menu
Setup Wizard > Set Dynamic IP Address

<} Setup Wizard - Microsoft Internet Explorer E||E”Z|

DI-608HV Setupivyizara
Set Dynamic IP Address

Ifyour ISP require you to enter a specific host name or specific MAC

address, please enter itin. The Clone MAC Address hutton is used to

copy the MAC address of your Ethernet adapterto the DESOSHY. Click
Next to continue.

Host hame | I(nptinnal)

MAC Address (o0 lao Llos Uor L2 [os

| Clone MaC sddress |

O W0

Back Cancel |Next| Exit

Click Next

If your ISP uses Dynamic IP Address, this screen will appear: (Used mainly for
Cable Internet service.)

Host Name Host name is the section where you input the name of your
ISP. This section is optional and is not required to be filled in.

MAC Address Each network adapter has a discrete Media Access Control
(MAC) address. Note that some computer and peripherals may

already include built-in network adapter.

Clone MAC By clicking on Clone MAC Address, the DI-808HV will auto-
Address matically copy the MAC address of the network adapter in your
computer. You can also manually type in the MAC address.

Click Next to continue.

16



Using the Configuration Menu
Setup Wizard > Set Static IP Address
<3 Setup Wizard - Microsoft Internet Explorer EHE“Z|

B.!‘j-qﬂ& _'J;_qll 41,_)_:"5;}:_”;, JJE‘,' r:J
Set Static IP Address

Enter it the static IP information provided to vou by your ISP, Click Next
to cantinue.

AN IP Address |0.000

WA Subnet Mask .255 25525510

!
VAN Gateway |0.0.00 |
Primary DNS (0000 i

Secondary DNS [0.00.0

QO W0

B;ci: Cancel INexi: Exit

Click Next

If your ISP uses a Static IP Address, and this option is selected, then this screen will
appear.

WAN IP Address If your ISP requires a Static IP Address, and this option is se-
lected, then this screen will appear. Enter the IP address infor-
mation originally provided to you by your ISP. You will need to

complete all the required fields.

WAN Subnet Mask The subnet for the DI-808HV is preconfigured to 255.255.255.0.
Configurations can be made, but are not recommended. This

feature is for advanced users.

WAN Gateway This information is provided by your ISP.
Primary DNS The Primary DNS can be found by contacting the ISP.

Secondary DNS The Secondary DNS can be found by contacting the ISP.

17



Using the Configuration Menu
Setup Wizard > PPPoE

<3 Setup Wizard - Microsoft Internet Explorer E”EEl

D608 HV oeIupivwiZard
Set PPPoE

The serice name is optional but may be required by your [SP. Click
Mext to continue.

PPPOE Account | |

PPPOE Password sesssssses |

Retwme Paseword (ssssssssss |

PPFOE Senice Mame | | roptionaly

Click Next

@@g&i

Back Cancel Exit

If your ISP uses PPPoE (Point-to-Point Protocol over Ethernet), and this option is se-
lected, then this screen will appear: (Used mainly for DSL Internet service.)

PPPoE Account Enter in the username provided to you by your ISP.

PPPoE Password  Enterin the password provided to you by your ISP.

PPPOE Service Enter in the name of your service provider. This is an optional
Name field and is not necessary to be filled in.

18



Using the Configuration Menu
Setup Wizard > Dial-up Network

<3 Setup Wizard - Microsoft Internet Explorer E”E]E|

D808 HVOCIUpIYYIZard
Set Dial-up Network

Dial-up Telephone | |

Dial-up Account | |

Dial-up Password sessswsess |

Refype Password (sesessssss |

Primary DNS (0000 |

Secondany DME |0.0.00 |

Click Next

Configure this section only if you have an analog dial-up account. Otherwise click Next
to skip.

Dial-up Enter the telephone number to connect to your ISP.
Telephone
Dial-up Account This information is provided by your ISP. The Dial-up Account is

also known as username.

Dial-up Password  Enter in the password to log into your Dial-up account.

Primary DNS The Primary DNS can be found by contacting the ISP.

Secondary DNS The Secondary DNS can be found by contacting the ISP.
19



Using the Configuration Menu
Setup Wizard > Others

<} Setup Wizard - Microsoft Internet Explorer E”EE|

-D-:'!‘j-‘;l-l-(- DI-608HV Setupivwizarad
Select Internet Connection Type (WAN)

Select the connection twpe to connect to your ISP, Click Next to continue.
(%) PETP (far Europe use only)
@ BigPond Cahle for Australia use only)

9 I

I Back Cancel

Click Next

Select the connection type to connect to your ISP. Choose the appropriate selection and
click Next to continue.

PPTP This is a WAN connection used in Europe.

BigPond Cable This is a WAN connection used in Australia.

20



Using the Configuration Menu
Setup Wizard > Others > PPTP
D-Link

Bulamg Nerworks 1or Peopie

DI-808HV
Ethernet Broadband Router

Home [LUCUVET T Tools Status Help

WAN Setting:
Please selectthe appropriate option to connect to your ISP

Dynamic IP Address Choose this option to obtain an IP address automatically
(@)
fromyour [SP. (For most Cable modem users)
Static IP Address Choose this option to set static IP information provided to
o
you by your ISP
PFPFoE Choose this option ifyour ISP uses PPPoE. (For most DSL
O
users)
¢ Dial-up Network To surfthe Internetvia PETRASDN
Others FPPTF and BigPond Cable
®
& PPTP (for Europe use only)
© BigPond Cable (for Australia use anly)
PPTP
my IP Address |o000 ]
My Gubnet hask [255.255. 2550 |
Server IF Address |oooo

PPTP Account

PPTP Password

Retype Password [

Connection 1D [ lioptionan
Masimum Idle Time o I minutes

Auto-reconnect (@ Enabled ' Disabled
Auto-backup ) Enabled & Disabled

oo ©

Apply dancel Help

Click Next

If your ISP uses PPTP (Point-to-Point Tunneling Protocol), and this option is selected,
then this screen will appear: (Used for Internet service in Europe.)

My IP Address Enter the IP address information originally provided to you by
your ISP. You will need to complete all the required fields.

My Subnet Mask The subnet for the DI-808HYV is preconfigured to 255.255.255.0.
Configurations can be made, but are not recommended. This

feature is for advanced users.

Server IP Address Enter the server IP address information originally provided to
you by your ISP.

PPTP Account Enter in the username provided to you by your ISP.

PPTP Password Enter in the password provided to you by your ISP.

21



Using the Configuration Menu
Setup Wizard > Others > BigPond Cable

3 Setup Wizard - Microsoft Internet Explorer [';||"E”'Z|

DI-SUSHVISELUPIVYIZard
Set Dynamic IP Address for BigPond Cable

Account | |

Passwiard i---------- |

Retype Passwird sssessesss |

Login Server | foptional)

Click Next

If your ISP uses BigPond Cable (Point-to-Point Protocol over Ethernet), and this option
is selected, then this screen will appear: (Used for Internet service in Australia.)

Account Enter in the username provided to you by your ISP.
Password Enter in the password provided to you by your ISP.
Login Server Enter in the name of your login server. This is an optional field

and is not necessary to be filled in.

22



Using the Configuration Menu

Setup Wizard

Click Restart

Back

Restart

Exit

<3 Setup Wizard - Microsoft Internet Explorer E||EE|

D-Link DI-80BHVSetupwWizard

peE e —

The Setup Wizard has completed. Click on Back to modify changes or
mistakes. Click Restart to save the current settings and reboot the

Dl-208HY.

Setup Complete

€ 9

Back (Restart] Exit

Click on the Back button to go back to previous page.

Click on the Restart button to finalize the settings made.

Click on the Exit button to end the Setup Wizard without saving
any changes.

23



Using the Configuration Menu
Home >WAN
D-Link

BulKdmg Netwarks for Peapie

DI-808HV
Broadband VPN Router

bl

WAN

1

LAN

DHCP

i

VPN

Home [LUVETTI-T RS 11 Status Help
WAN Setiings
Please select the appropriate option to connectto your ISP

@ Dynamic IP Address Chaase this option ta obtain an IP address automatically
from yourISP. (For most Cahle modem users)

O Static IP Address Choose this option to set static IP information provided to
you by your ISP

) PPPOE Choose this option if your ISP uses PRFPoE. (For most DSL
users)

(& Dial-up Network To surfthe Internet wia PETHISDN,

() Others PPTP and BigPond Cable

Host Name | \(Optmna\)

MAC Address oo Lo flos Mo Lz Hm |

Primary DNS Address 0000
Secondary DNS Address |nooo

uTU [z ]
Auto-reconnect @ Enabled O Disahled
Alto-backup © Enabled © Disabled

2 © O

Apply Cancel Help

Choose WAN Type

WAN stands for Wide Ar
you connect to the Inter

ea Network. In this case, WAN represents the mode in which
net. If you are uncertain, please ask your ISP which of the

following represents your connection mode to the Internet:

Dynamic
IP Address

Static IP Address

PPPOE

Dial-up Network

Others

PPTP

BigPond Cable

Obtain an IP address from your ISP automatically (mainly for
Cable users)

Your ISP assigns you a Static IP Address

Some ISPs require the use of PPPOE to connect to their
services (mainly for DSL users)

Dial-up users can select this option to connect to their ISP

through an analog dial-up modem if broadband connectivity
is unavailable.

For use in Europe only

For use in Australia only

24



Using the Configuration Menu
Home > WAN > Dynamic IP Address

DI-808HV
Broadband VPN Router

LT U Advanced | Tools Status Help

Please selectthe appropfiate option o cannectto your ISP,

Statie IP Address
Wizard @

© PPPE ifyour I8P uses PPPOE. (For most DSL

To surfthe Inter

© Diak-up Network 3 PETRASDN,

© Otrers PPTP and BigPond Cable.

LA

DHCP Host Name [ | ptionan
@ o sl e ]

ven

Primary DNS Address [poos ]

[poos ]

Auto-reconnes 1

[ lA¢

Secandary DNS Address

@Enabled O Disabled

Auto-backup OEnabled @ Disabled

@ © O

Apply Cancel Help

Most cable modem users will select this option to obtain an IP Address automatically
from their ISP (Internet Service Provider).

Host Name

MAC Address

Clone
MAC Address

Primary DNS
Address

Secondary DNS
Address
MTU

Auto-reconnect

Auto-backup

This is optional, but may be required by some ISPs. The host
name is the device name of the Router.

The default MAC Address is set to the WAN's physical interface
MAC address on the Router.

This feature will copy the MAC address of the Ethernet card, and
replace the WAN MAC address of the Router with this Ethernet
card MAC address. Itis not recommended that you change the
default MAC address unless required by your ISP.

Input the primary DNS address provided by your ISP

(Optional) Input the Secondary DNS address provided by your ISP.

Maximum Transmission Unit; default is 1500; you may need to
change the MTU to conform to your ISP.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet using
a dial-up service if your broadband connection becomes unavail-
able. A subscription to a dial-up service is required for the auto-
backup to work. o5



Using the Configuration Menu
Home > WAN > Static IP Address

D-Link

Bulidmg Networks far Peopie

.
hatl

Home

Advanced | Tools

DI-808HV
Broadband VPN Router

Status Help

WAN Settings
Please select the appropriate option ta connect to your ISP

¢ Dynamic IP Address
@ Static IP Address

) PPPOE

Choosge this option to obtain an IP address automatically
from your ISP. (For most Cable modem users)

Choosge this option to set static P information provided to
you by your I3P.

Choose this option ifyour ISP uses PPPOE. (For most DSL
USErs)

WAN (& Diakup Network To surfthe Internet via PETMASON.
e (> Cthers PPTP and BigPond Cable.
LAN
IP Address ‘UUUU \
Subnet Mask \m\
VP ISP Gateway Address Y |
Primary DNS Address 71
Secondary DNS Address posos |
MTU [1s00 |

Auto-backup OEnabled @ Disahled

9 90

Apply Cancel Help

If you use a Static IP Address, you will input information here that your ISP has provided

to you.
IP Address

Subnet Mask

ISP Gateway
Address

Primary DNS
Address

Secondary DNS
Address

MTU

Auto-backup

Input the IP Address provided by your ISP
Input the Subnet Mask provided by your ISP

Input the Gateway address provided by your ISP

Input the primary DNS address provided by your ISP

(Optional) Input the Secondary DNS address provided by your
ISP.

Maximum Transmission Unit; default is 1500; you may need to
change the MTU to conform to your ISP.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.
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Using the C

onfiguration Menu

Home > WAN > PPPoE

D-Link
UG Netwarks for Feopie DI-808HV
Broadband VPN Router
Home [UIELTEL A (T 0 Status Help
" Please selectihe appropriate option ta connestto your ISP,
© Dynamic IP Address Choose this option to abtain an IP address automaticaly
framyour ISP. (For most Cable maderm users)
e © Static IP Address Chonse this optior to set static 1P infarmation provided to
Wizard you by your ISP
@ PPPoE Choose this option ifyour ISP uses PPPOE. (For most DSL
users)
LAl () Dial-up Network To surfthe Internetvia PSTN/ISDN
e () Others PPTP and BigPond Cable
LAN
———
© Dynamic PPPoE O Static PPPOE
User Name [ i
— |
VPN Password |

[
[

Retyne Password [on

Service Name [

IP Address
Primary DNS Address [

Secondary DNS Address [

Maximurn Idle Time o | Minutes

WU [re2 ]
Auto-reconnect @ Enabled O Disabled
Auto-baskup O Enabled @ Disabled

@ 0 0O

Apply Cancel Help

Most DSL users will select this option to obtain an IP address automatically from their
ISP through the use of PPPOE.

User Name
Password

Service Name

IP Address

Primary DNS
Address

Maximum
Idle Time

MTU

Your PPPoE username provided by your ISP
Your PPPoE password is provided by your ISP

(Optional) Check with your ISP for more information if they
require the use of service name.

(Optional) Enter in the IP Address if you are assigned a static
PPPOE address.

You will get the DNS IP automatically from your ISP but you
may enter a specific DNS address that you want to use instead.

(Optional) Input the secondary DNS address

Enter a maximum idle time during which Internet connection is
maintained during inactivity. To disable this feature, enable Auto-
reconnect.

Maximum Transmission Unit; default is 1492; you may need to
change the MTU to conform to your ISP.
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Using the Configuration Menu
Home > WAN > Dial-up Network

D-Link
Buvamg Neworss or reapie DI-808HV
Broadband VPN Router
Home [LUVELTEL RN & 11 Status Help

e © Static P Address Choose this option to set static IP infarmation provided to
Wizard you by your 19

WAN

i
|
=—

Diakup Telephone

DHCP

LA

v

N

Please select the apprapriate optian to cannectto your ISP

© Dynamic IP Address Chaose this aption to abtain an IP address automatically
fram your ISP, (F or most Cable modern users)

O FRPOE Choose this aption ifyour ISP uses PRPOE. (For most DSL
users)

@ Diakup Network To surfthe Intermet via PSTRASDN.
© Others PPTP and BigPand Cable.

Diakup Account
Diakup Password
Retype Password
Primary DNS
Secondary DNS
Assigned P Address [oon0 | (@ptionaly

Exira Seftings |

Maximum Idle Time o |inutes

—
Baud Rate [s7800 s

Disable auto-gial O Enatled @ Disabled
Auto-reconnect © Enabled O Disahled

@ 9 0

Apply Cancel Help

Most dial-up users will select this option to connect to their ISP through an analog dial-
up modem. This feature can be used as a back-up when your broadband connectivity

is unavailable.
Dial-up Telephone
Dial-up Account
Dial-up Password

Primary DNS-
Secondary DNS

Assigned
IP Address

Extra Settings

Maximum Idle Time

Baud Rate

Telephone number to connect to your ISP

Username provided by your ISP
Password provided by your ISP

If the settings are configured as “0.0.0.0,” they will be auto-
matically assigned upon connection.

(Optional) Enter in the IP Address if you are assigned a static
PPPoE address.

This setting is used to optimize the communication quality
between the ISP and your analog dial-up modem. (Initializa-
tion string) - optional.

Enter a maximum idle time during which Internet connection
is maintained during inactivity. To disable this feature, en-
able Auto-reconnect.

The communication speed between the DI-808HV and your
modem. 28



Using the Configuration Menu
Home > WAN > PPTP

D-Link

unamg Networks for Peapie DI-808HV
Broadband YPN Router
Home [EUVEDLTT RSN G Status Help
B WAN Setting:
e Flease selectthe appropriate option to connect to your 1P
© Dynamic IP Address Choose this aptionto obtain an IP address automatically
fram your ISP. (For most Cable modem users)
T © Static IP Address Choose this aption to set stati IP information provided to
Wizard you by your ISP,
© FPPPOE Choose this aption ifyour ISP uses PPPOE. (For most DSL
users)
WAN © Dial-up Network Tosurfthe Intermet via PETN/ISDN,
——— ® Oters PPTP and BigPand Cable
L] @ PPTP ifor Europe use only)
O BigPond Cable (for Australia use only)
- PPTP
VPN My IP Address {nnnn }
My Subnet Mask [as52552850

Semer IP Address |0000
PRTR Account [

PPTF Password

Retype Password B -

Connection I (Optional)
Maimum Idle Time [o Minutes

Auto-reconnect ® Enabled O Disabled
Auto-backup O Enabled @ Disabled

@ 9O

Apply Cancel Help

Point-to-Point Tunneling Protocol (PPTP) is a WAN connection used in Europe and
Russia.

My IP Address Enter the IP Address

My Subnet Mask  Enter the Subnet Mask
Server IP Address Enterthe Server IP Address
PPTP Account Enter the PPTP account name

PPTP Password Enter the PPTP password

Connection ID (Optional) Enter the connection ID if required by your ISP

Maximum Enter a maximum idle time during which Internet connection is
Idle Time maintained during inactivity. To disable this feature, enable Auto-
reconnect.
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Home > WAN > BigPond Cable
D-Link

BUIKIMg Networks for People

DI-808HV
Broadband YPN Router

[T "W Advanced | Tools Status Help

WAN Settings
Please selectthe appropriate option to connect to yaur ISP

) Dynamic IP Address Choose this option to obtain an IP address autamatically
fram your ISP. (For mast Cable modem users)
O Static IP Address Choose this option ta set static IP information provided to
you by your ISP,
() PPPoE Choose this option if your ISP uses PPPoE. (Far most DSL
users)
() Dial-up Netwark To surfthe Internet via PSTNASDN.
@ Others FPPTP and BigPond Cable.
O FPTR (for Europe use only)
@ BigPond Cable (for Australia use only)
oni
User Name |
Password ]

|
|
Retype Password |
L

Login Server IP ‘ (Optionaly
Auto-reconnect @ Enabled O Digabled
Auto-backup CEnabled © Disabled

@ O 0O

Apply Cancel Help

Dynamic IP Address for BigPond is a WAN connection used in Australia.

User Name Enter in the username for the BigPond account
Password Enter the password for the BigPond account
Login Server IP (Optional) enter the Login Server name if required
Renew IP forever If enabled, the device will automatically connect to

your ISP after your unit is restarted or when the
connection is dropped.
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Home > LAN
D.; Int.,lnlm? LAN (Local Area
DI-808HV re:
Broadband VPN Router Network). This is

Home considered your

i e St internal network.

LAN Settin
E e The IP ad

et ofthe D803, These are the IP
P Adress EEETI settings of the LAN
Subnet Mask 2552552850 | interface for the DI-

Wizand Domain Name |

I 808HV. These
@ O 0O settings may be
SRS RREEE INE referred to as Private
settings. You may

[ R¢

bHCE change the LAN IP
= address if needed.
- The LAN IP address

is private to your
internal network and
cannot be seen on
the Internet.

LAN IP Address The IP address of the LAN interface.
The default IP address is: 192.168.0.1

Subnet Mask The subnet mask of the LAN interface.
The default subnet mask is 255.255.255.0.

Domain Name (Optional) The name of your local domain
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Using the Configuration Menu

Home >DHCP

D-Link

g Networts o Feople DI-808HV

Wizard

|
—

LAN

DHCP

VPN

Broadband YPN Router
Home [LUIETTT Tools Status Help

The DI-B08HY can be setup as a DHCP Server to distribute IP addresses tothe LAN netwark

DHCP Server @ Enabled O Disabled

Starting IP Atdress 18246801100 |
Ending IP Address 192.166.0/1%
Lease Time 1WEEK v |

Static DHCP is used to allow DHCP serverto assign same IP to specific MAC address

© Enabled O Disabled
Narne ]
IPAddress 1921880 |
] U I
DHCF Client [~sskectone - v

@ OO

Apply Cancel Help
Name IP Address MAC Address

Host Mame IP Address MAC Address Expired Time

Wed Jul 02
M 192.168.0.118 00-00-39-A3-51-32 st

DHCP stands for Dynamic Host Control Protocol. The DI-808HV has a built-in DHCP
server. The DHCP Server will automatically assign an IP address to the computers on
the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your
computers on, they will automatically load the proper TCP/IP settings provided by the
DI-808HYV. The DHCP Server will automatically allocate an unused IP address from the
IP address pool to the requesting computer. You must specify the starting and ending
address of the IP address pool.

DHCP Server

Starting IP
Address

Ending IP
Address

Lease Time

DHCP Clients List

Enable or disable the DHCP service.

The starting IP address for the DHCP server’s IP assignment.

The ending IP address for the DHCP server’s IP assignment.
The length of time for the DHCP lease.
Lists the DHCP clients connected to the DI-808HV. Click

Refresh to update the list. The table will show the Host Name,
IP Address, and MAC Address of the DHCP client computer.
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Using the Configuration Menu

Home >VPN Settings

VPN Settings are settings
that are used to create
virtual private tunnels to
remote VPN gateways. The
tunnel technology supports
data confidentiality, data
origin, authentication, and
data integrity of network
information by utilizing
encapsulation protocols,
encryption algorithms, and
hashing algorithms.

VPN

NetBIOS broadcast

Max. number of
tunnels

Tunnel Name

Method

More

DI-808HV
Broadband VPN Router

Home [LUUVELTETREES 10 Status Help

ftem Setting

VPN [ enanle
NetBIOS broadsast [ Enable
—
Max number of tunnels o |
—
b [} Tunnel Name Method
1 — ] MANUAL ] (More |
—_— 3 | [we
DHCP 5
4 | KE
5 5 ] [we
VPN = . -
Previous page Next page

[ Dynemic VPN Settngs., | [ L2TP Serverseftng. | [ PPTP Server Sefting.. |

@ OO

Apply Cancel Help

Check here to enable VPN tunnels. When you are not
using the VPN feature, it is best to keep VPN disabled.

Enable this to allow NetBIOS braodcast over the VPN
tunnels.

Select the maximum number of allowable tunnels.

Create a name for the tunnel.

IPSec VPN supports two kinds of key-obtained methods:
manual key and automatic key exchange. Manual key
approach indicates that the two endpoint VPN gateways
require setting up authentication and encryption key by
the Administrator manually. However, IKE approach will
perform automatic Internet key exchange. Admins of both
endpoint gateways will only need to set the same
pre-shared key.

For more in depth configuration to adjust
manual key or IKE method settings, click
More.
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Using the Configuration Menu
Home >VPN Settings > Tunnel > Method>IKE

DI-808HV
Broadband VPN Router

Tunnel Name

Aggressive Mode
Local Subnet
Local Netmask

Remote Subnet

Remote Netmask

Remote Gateway

Preshared Key

IKE Proposal index

IPSec Proposal
index

=l
=l

VPN

—
izl
WAN
LAN

Home [LUCUELLLTEEES 111 Status Help

ftem
Tunnel Name
Angressive Mode
Local Suknet
Local Netmask
Remate Subnet
Remate Netmask
Remate Gateway
Preshare Key
IKE Proposal index

IPSec Proposal index

Sefting

Select IKE Proposal,
Select PSec Propossl

O @ wo

Back Apply Cancel Help

Current tunnel name.

Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway'’s local network. It can be a
host, a partial subnet or a whole subnet.

Local netmask combined with local subnet to form a subnet
domain.

The subnet of the remote VPN gateway'’s local network. It
can be a host, a partial subnet, or a whole subnet.

The subnet of the remote VPN gateway'’s local network.
It can be a host, a partial subnet, or a whole subnet.

The WAN IP address of remote VPN gateway.

The first key that supports IKE mechanism of both VPN
gateways for negotiating further security keys. The pre-
shared key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE proposals
and select from the set of IKE proposals for the tunnel.

Click the button to setup a set of frequent-used IPSec proposals
and select from the set of IKE proposals for the tunnel.
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Using the Confi

guration Menu

Home >VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

T
D-Link
o e el b DI-808HV
Broadband YPN Router
[P 'Sl Advanced | Tools Status  Help
- VPN Settings - Tunnel 1 - Set IKE Proposal
-
=
item Setting
IKE Propesal index Empty -

IKE Proposal index

Proposal Name

DH Group

Encrypt algorithm

Auth algorithm

ID Proposal Mame DHGroup  Encrypt algarithm Auth algorithm Life Time Life Time Unit

[ s [sw o | [s= 9
1 | ew [=p [mE ] =9
3 Jfomwi] [wesv]  [mwiv] o ] [see v
N [fos®] [ o | [ @
6 [ Jloowtm] [wespy] [swim] [0 ] [se 9]
T Jloowt ¥ [mesE]  [wE] ] [s= ¥
s [ ] [(oese]  [swri] o] [se ]
o[ ] (s  [swi] [0 | [se ]

wl e [wse]  [sws] o] (s ¥
Proposal D - sskect e | Proposal index
Back Apply Cancel Help

A list of selected proposal indexes from the IKE proposal pool
listed below.

This is the name used to classify the IKE proposal.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5

(MODP1536).

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MD5.
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Using the Configuration Menu
Home >VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

Continued...

Life Time

D-Link

Buikimg Networks for Feople

Life Time Unit

Proposal ID

Add to

DI-808HV
Broadband YPN Router

[T Advanced  Tools Status Help

VPN Settir

Tunnel 1-Set IKE

ftem Setting
IKE Proposal index Empty -

ID Proposal Name DH Group  Encryptalgorithm Auth algorithm Life Time: Life Time Unit

2 foori¥] mmw  [swel b | =
0 fomeiw] [mesw  [mwwl b | =

Proposal ID ‘;Sefd one - "J Add 1o | Proposal index

Qv VO

Back Apply Cancel Help

Enter in the life time value.

There are two units that can be selected: second and KB.

The identifier of IKE proposal can be chosen for adding
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IKE Proposal index list.
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Using the Configuration Menu
Home >VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal

T
D-Link
el it DI-808HV
Broadband VPN Router
[Tl Advanced  Tools Status Help
VPN Settings - Tunnel 1 - Set IPSEC Proposz
item Setting
|PSec Proposal index Emnly -

Wizard

il =]
—

WAN Proposal Encap  Enciypt Auth Lfe  LifeTime
D Name DHGrup  lotocol  algortam  algorthm  Time Uit

2 | |[mone [&] [espiw| [oes | [none ] [0 | [see. |
E N I e = B = B e e =
8 | |[Wone w| [Esp | [soes | [Wene (v [0 | [zes. ]
Pl e v Epv| [wesiv| s v B | (s v
W e N N [fEN o] Fey
Proposal ID W Proposal index
€
Back Apply Cancel Help
IPSec Proposal A list of selected proposal indexes from the IPSec proposal
index pool listed below.
Proposal Name This is the name used to classify the IPSec Proposal
DH Group There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5
(MODP1536).
Encap protocol There are two protocols that can be selected: ESP and AH.

Encryptalgorithm There are two algorithms that can be selected: 3DES and
DES.

Auth algorithm There are two algorithms that can be selected: SHA1 and
MD5.
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Using the Configuration Menu
Home >VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal

Continued...

D-Link

BuIamg Networks for People

DI-808HV
Broadband VPN Router

Home [LUVEDT-THEE 0T Status  Help

VPN Settings - Tunnel 1 - Set IPSECF
Item Setting

IPSec Proposal index Emply -

Praposal Encap Encrypt Auth Life Life Tima
= Hame LD protocol algorithm algorithm  Time  Unit
1 Hne | [EsP v aes ¥ [mone ] [0 Sec. ¥
2] [Were v [espv| [wes v [wene ¥ [0 | [sec. ]
L e @@ =@ @ ][0
4 Wone | [Esp w|  [apes v o Seo. ¥
5 none | [Ese v ore v [0 Seo. v
5[ [ 5] ] [mE] [ee ¥ b ] 5 ¥]
ke @M =@ @ |0
8 Hone  v| [EsP v o Sec. v
9 Mone | [EsP v aEs ¥ [mone ¥| [0 Sec. ¥
w0 e 5] ] [msE] [ee ¥ b ] e

Proposal D | -- =#lect one - VJPmpnsalindex
Back Apply Cancel Help

Life Time

Life Time Unit

Proposal ID

Add to

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding the

proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID

to IPSec Proposal index list.
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Home >VPN Settings > Tunnel > Manual

D-Link
Buldng Networks for People Dl-808 Hv
Broadband YPN Router
Home [[UUELTT0 Tools Status Help
Item Setting

Wizard

WA

DHCP

VPN

Tunnel Name

Aggressive Mode
Local Subnet
Local Netmask

Remote Subnet

Remote Netmask

Remote Gateway

Method
Local SPI

Remote SPI

el
|
o

Tunnel Mame
Aggressive Mode
Lacal Subnet
Local Netmask
Remaote Subnet
Remaote Netmask
Remote Gateway
Method

Local SPI

Remote SPI
Encapsulation Protacol
Encryption Algorithm

Encryption Key =
(For ESP Only) e
| {for 3DES ONL'T)

[ | éfor 3DES OMLY
Authentication Algorithm [nonE '~

Authentication Key |

Life Time |o |

Life Tirme Unit | secand v

O @ VO

Back Apply Cancel Help

Current tunnel name.

Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet, or a whole subnet.

Local netmask combined with local subnet to form a subnet
domain.

The subnet of the remote VPN gateway'’s local network. It
can be a host, a partial subnet, or a whole subnet.

The subnet of the remote VPN gateway'’s local network.
It can be a host, a partial subnet, or a whole subnet.

The WAN IP address of remote VPN gateway.
The set of rules applied when connecting to the VPN gateway.
The value of the local SPI should be set in hex format.

The value of the remote SPI should be set in hex format.
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Using the Configuration Menu
Home >VPN Settings > Tunnel > Manual Continued...
D-Link

BuIKIng Networks 1or Peapie

DI-808HV
Broadband YPN Router

Home [LUUVETTEL BEES T ES Status Help

==

= e
ttem Setting
Tunnel Name
Agaressive Mode [IEnale
Wizard —
Loeal Subnet [0000 |
oo Local Netmask o000 |
WAN e —
Remote Subnet [on00
- Remote Metmask [onoo
Remmote Gateway o000 |
I BHeP Method MANUAL
Local SPI %0000 ]
VBN Remote SPI 00000 |
Encapsulation Protocol EX
Encryption Algorithm =

Encryption Key I
tFor ESP Only)

[ far 3DES ONLY)
[ larsoesonn
Authentication Algorithm [Hore

Authentication Key I |
Life Time O
Life Time Unit [second v
O VO
Back Apply Cancel Help
Encapsulation
Protocol There are two protocols that can be selected: ESP and AH.
Encryption
Algorithm There are two algorithms that can be selected: 3DES and DES.
Encryption Key For DES, the encryption key is 8 bytes (16 Char.). For 3DES,

the encryption key is 24 bytes (48 Char.).
Authentication
Algorithm There are two algorithms that can be selected: SHA1 and MD5.

Authentication Key  For MD5, the authentication algorithm is16 bytes (32 Char.).
For SHAL, the authentication algorithm is 20 bytes.(40 Char.).

Life Time Enter in the life time value.

Life Time Unit There are two units that can be selected: Second and KB.
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Using the Configuration Menu
Home >VPN Settings > Dynamic VPN Tunnel

D-Link

Bulkding Networks for People

Broadband VPN Router
Home [LUIETTT-T S 11 Y Status Help
tem Setting
Tunnel Name i
Dynarmic VPN [ Enable
Local Subnet 0000
Local Netmask i-D-.U-.-D-D |
Frashars Key [ |
Back Apply Cancel Help

VPN Settings - IKE

Tunnel Name

Dynamic VPN

Aggressive Mode

Local Subnet

Local Netmask

There are three parts that are necessary to setup the
configuration of IKE for the dedicated tunnel: basic setup, IKE
proposal setup, and IPSec proposal setup. Basic setup
includes the setting of following items: local subnet, local
netmask, remote subnet, remote netmask, remote gateway,
and pre-shared key. The tunnel name is derived from the
previous page of VPN setting. IKE proposal setup includes
the setting of a set of frequent-used IKE proposals and selecting
from the set of IKE proposals.

Current tunnel name.

This feature works with a VPN software client so the DI-808HV
does not need to know the IP address of the remote clients.

Enabling this mode will accelerate establishing the tunnel,
but the device will have less security.

The subnet of the VPN gateway'’s local network. It can be a
host, a partial subnet, or a whole subnet.

The netmask of the VPN gateway’s local network.
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Home >VPN Settings > Dynamic VPN Tunnel Continued...

D-Link

Buliding Networks for Peopie

e
—

LAN

DHCP

VPN

Advanced

VPN Settings - Dynamic VPN Tun

tem
Tunnel Marme
Dynamic YPN
Local Subnet
Local Metmask
Preshare key
IKE Proposal index

IPSec Proposal index

DI-808HV
Broadband VPN Router

Tools Status Help

Select IKE Proposal
Select IPSec Proposal

Q9o

Back Apply Cancel Help

Preshared Key

IKE Proposal index

IPSec Proposal
index

The first key that supports IKE mechanism of both VPN

gateways for negotiating further security keys. The pre-

shared key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE

proposals and select from the set of IKE proposals for the

dedicated tunnel.

Click the button to setup a set of frequent-used IPSec

proposals and select from the set of IKE proposals for the

dedicated tunnel.
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Home >VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal

=

o
e

Wizard

WAN

LAN

[

DHCP

VPN

D-Link

UG Nerworks 1or Peopie

DI-808HV
Broadband VPN Router
;[ . C9 Advanced | Tools Status Help
VPN Settings - Tunnel 0 et IKE Propoesal
tem Setting
IKE Praposal index ety -

ID Proposal Name DH Group  Encryptalgorithm  Auth algorithm  Life Time Life Time Unit

i | o1 [wes] [pwe] b ] [ 9]

[ Jloowriv] [wesw (e o | [se ¥
e[ o] (o] [swe] o] [se ¥
5 | |[cowi ] [wsm] [ b | [ )
s [ Jloewry] [wesv] [sw] 0] [se ¥
o | |Cow ™ [men @ [we ] [
[ f[oowrv] [y [swy] [ ] [se ¥
Proposal D selectone | Proposal index
Q@ 2 o

Back Apply Cancel Help

IKE Proposal index A list of selected proposal indexes from the IKE proposal pool

Proposal Name

DH Group

Encrypt algorithm

Auth algorithm

listed below.

It indicates which IKE proposal to be focused.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5

(MODP1536).

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MDS5.
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Home >VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal

Continued...

Life Time

D-Link

‘Bulang Netwarks for Peapie DI-808HV
Broadband VPN Router
LT B Advanced | Tools Status Help
e VPN Settings - Tunnel 0 - Set IKE Proposal S
T ;
ftem Setting
IKE Proposal index CEmpty -
—_—

WAN ID Proposal Name DH Group  Encryptalgoritim  Auth algorithm: Life Time  Lifa Time Unit

i [foowrpe] [wesw]  [smapw] [ | [see ]
E I T T I [war ] o ] [see ]
o [ (eomiv] [mse  [swe] b ] [se ]
s [ |[eomin [y @ [wEy @] [ ¥
o[ [owei® [msE  [sw® o] (s ¥
T ] [eamty] [swrw] o] [see ¥
s owiE FeE e ] =E
w0l Jloowt®] [mes® (s ®] p ] [se ¥

Proposal IIJ!" select one -- "‘ Addto | Proposal index

O @ v O

Back Apply Cancel Help

Life Time Unit

Proposal ID

Add to

Enter in the life time value.

There are two units that can be selected: second and KB.

The identifier of IKE proposal can be chosen for adding
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IKE Proposal index list.
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Home >VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal

D-Link

Bulidnig Networks for Peopie

—

Wizard

WAN

DHCP

LE

IPSec Proposal
index

Proposal Name

DH Group

Encap protocol

Encrypt algorithm

Auth algorithm

[1¢

Broadband VPN Router

LW Advanced | Tools Status Help

VPN Settings - Tunnel 0 - Set IPSEC Proposal
tem Setting

IPSec Proposal index ~Empty - |

Proposal Encap Encrypt Auth Life Life Time
D hame DHGroup  Jtocol  algorthm  algorthm  Time  Unit

[ I[vene ™| [P [Es ¥ [mone M| o | [sec. ™

i
:| =8 (=8 wEi | =8
a | b ¥ [ E =¥ ® b | =B
ol E fol i ] =8
5 oy (e b ] =9
‘ [ed [ | [
7 [soes @] [rone 9] o T
) =l =8 | =8
| el mEb | =8

Proposal ID| - select ane - v | Proposal index

) I+

Back Apply Cancel Help

A list of selected proposal indexes from the IPSec proposal
pool listed below.

This is the name used to classify the IPSec proposal.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5

(MODP1536).

There are two protocols that can be selected: ESP and AH.

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MDS5.
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Using the Configuration Menu
Home >VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal

Continued...

D-Link

BulOMg Networks for Peopie

&

%
\

Wizard

B

WAN

EE

DHCP

VPN

Life Time

Life Time Unit

Proposal ID

Add to

DI-808HV
Broadband VPN Router
L TWl Advanced | Tools Status Help
VPN Settings - Tunnel 0 - Set IPSEC Propesal —_—
ftem Setting
IPSec Proposal index N
Remave
P ] E Encrypt Auth Lif Life Ti
Bige  Prems B e biom fie fae
1 [[mone % [sp w| [s0es W] [nore W] [0 | [see @
2 ‘ H_Nor\e "i !_ESF v 3DES V‘ ‘Nor\e v D \_Sec b
e T o e
4 | [vore =] [esp & 30ES v‘ D [sec. »
5 [[mone | [sp w| [abes W] [none @] [0 | [ @
6 | [[mone  ~| [ese | [aEs w|  [ene w| [0 | [sec v
f— e e T o e
6 | |[vore | [esp & [a0es v R
g [[mone | [esp w|  [abes W] [none @] [0 | [ @
10 [[mone  ~| [esp | [aEs w| [wene w| [0 | [sec v
Proposal ID | - select one — % Prupusalindel
Q% O O
Back Apply Cancel Help

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding the
proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.
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Home >VPN Settings > L2TP Server Setting

D-Link
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2
e

\
\4
4

Wizard

B

WAN

LAN

DHCP

[

DI-808HV
Broadband VPN Router

T TS Advanced | Tools Status Help

tem
LITF Server

Setting
CEnable
[0 o I 1

@pPap O cHAP O MSCHAP

Wirual IP of L2TP Server

Authentication Pratocal

Tunnel Setting
Tunnel Name [ |

User Mame | |
Fassword [ |

Back Apply Cancel Help
Tunnel Namg

User Name Password

Enable L2TP Server Click to enable the L2TP Server function.

Virtual IP of L2TP Enteryour Virtual IP address to access the L2PT server.

Server

Authentication

Protocol

Tunnel Name

User Name

Password

Select one of the following authentication protocols: PAP,
CHAP, or MSCHAP.

Current tunnel name.

Enter in the username for the L2TP account.

Enter in the password for the L2TP account.
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Home >VPN Settings >PPTP Server Setting

D-Link
BulkImg Networks for Peopie DI-808HV
Broadband VPN Router
T TS Advanced = Tools  Status Help
Item Setting
PPTP Server [JEnable
e e e
PAP I CHAP O MECHAP
WAN Tunnel Setting
Tunnel Name | ‘
LAN User Name [ |
!W Pasgword | | :
il @900
VPN Back Apply Cancel Help
Tunnel Mame User Name Password
Enable PPTP Click to enable the PPTP Server function.

Server
Virtual IP of PPTP Enteryour Virtual IP address to access thePPPT server.
Server

Authentication Select one of the following authentication protocols: PAP,
Protocol CHAP, or MSCHAP.

Tunnel Name Current tunnel name.

User Name Enter in the username for the PPTP account.
Password Enter in the password for the PPTP account.
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Advanced > Virtual Server

-Link

Bulaing Netwarks far People DI-808HV
Broadband VPN Router

BUTET Advanced JRETTH Status Help

Virtual ¥
Virtual Server is used to allow Internet users access to LAN senvices,

W

OEnabled O Disabled
Marme i

]
[
Protocol Type ‘E‘

Private Port | |

Virtual Server Private [P

Application

Fublic Port [ |

Filter
Schedule O Aways

TR O From  Tima |0 v ][00 ¥ (o0 w oo v

SNMP o o a J O

Apply Cancel Help

DDNS

Narme Private P Protocol Sehedule

Ll il

Ll Virtual Server FTP 0.0.0.0 TCP21i21  always [
virtual Server HTTP 0.0.00 TCP20/80  always EA}

oMz Virtual Server HTTPS 0.0.0.0 TCP 4431442 always EdT
virtual Server DNS 0.0.00 UDP 53153  always EdT

Virtual Server SMTP 0.0.00 TCP25i25  always EdT)

virtual Server POP 0.0.00 TCP1104110 always EA}

es

The DI-808HV can be configured as a virtual server so that remote users accessing Web
or FTP services via the public IP address can be automatically redirected to local servers
in the LAN (Local Area Network).

The DI-808HV firewall feature filters out unrecognized packets to protect your LAN network
so all computers networked with the DI-808HV are invisible to the outside world. If you
wish, you can make some of the LAN computers accessible from the Internet by enabling
Virtual Server. Depending on the requested service, the DI-808HV redirects the external
service request to the appropriate server within the LAN network.

Name The name referencing the virtual service.

Private IP The server computer in the LAN network that will be providing
the virtual services.

Protocol Type The protocol used for the virtual service.

Private Port The port number of the service used by the Private IP computer.

Public Port The port number on the WAN side that will be used to access

the virtual service.

Schedule Select Always, or choose From and enter the time period dur-
ing which the virtual service will be available
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Advanced > Application
D-Link
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Broadband VPN Router

[ Home WY EULITYR Toals Status Help

> Special Application is used to run applications that require multiple connections.

A

© Enabled O Disabled
Mame |
Virtual Server Trigger Port [ -T
Trigoer Type ;“TCF ~|
Applicetion Public Ports [
B Public Type [1er ¥
Filter
Firewall Apply Cancel Help
e i
Mame Trigger Public Port
Battle.net 6112 6112 [EA ]
s 3%
DDNS Dialpad 7175 51200-61201,51210 25
2000-2038,2050- %
5 i
Pt L Ut 2051,2069,2085,3010-3030 4]
loutin: T
o gﬂSnNEGam\HQ 47824 2300-2400,28800-28000 25
— g . for
BN PC-to-Phone 12053 12120,12122,24150-24220 ._a‘r]
Quick Tirme 564 60706893 [E4i ]

Some applications require multiple connections, such as Internet gaming,
videoconferencing, Internet telephony and others. These applications have difficulty working
through NAT (Network Address Translation). Special Applications makes some of these
applications work with the DI-808HV. If you need to run applications that require multiple
connections, specify the port normally associated with an application in the Trigger
Port field, then enter the public ports associated with the trigger port into the Public
Ports field.

At the bottom of the screen, there are defined special applications. To use them,
select one from the drop down list and select an ID number you want to use. Then
click the “Copy to” button and the router will fill in the appropriate information to the
list. You will then need to enable the service. If the mechanism of Special Applications
fails to make an application work, try using DMZ host instead.

Note! Only one PC can use each Special Application tunnel.

Enabled Select to activate the policy

Trigger Port This is the port used to trigger the application. It can be either
a single port or a range of ports.

Public Ports This is the port number on the WAN side that will be used to

access the application. You may define a single port or a range
of ports. You can use a comma to add multiple ports or port
ranges.
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Advanced > Filter > IP Filter

................ DI-808HV
Broadband VPN Router
[ Home WYTZUITTE Tools Status Help
Use IP (Internet Protocol) B .
- = Fillers are used o allow or ey LAN users from accessing the Inemet
filters to allow or deny @PFiters O URL Blosking
O MAC:Fitters. © Domain Blocking
computers access to the
H Use IP Filters to deny LAN IP addresses access to the Internet.
Internet based on their IP —
i O Enabled O Disabled
add ress. IF Address [ [ |
Filter —
PartRange [ [ ]
Protocol [ree ]
Schedule O Aways
OFom i oo ]
day
=l 200
Apply Cancel Help
izl
e -
Tep e atways [Ed7)
Top 443 atways [E]7)
UDP 53 atways [E}7)
Top 25 ahways E))
TeR 110 ahways E)7)
TcP 23 ahuays El]
IP Filter

Use IP Filters to deny LAN IP addresses access to the internet

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy

(You can reactivate the policy later.)

IP Address . ,
Enter in the IP address range of the computers that you want the policy to apply to. Ifit

is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Port Range
Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis

only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you
can leave the port range empty.

Protocol
Select the protocol type to allow or deny certain types of IP addresses.

Schedule
Select Always, or choose From and enter the time period during which the IP filter policy
will be in effect.
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Advanced > Filter > MAC Filters
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D-Link
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Broadband VPN Router

| Home WUIELTENR Tools Status Help

Filters are used to allow or deny LAN users fram accessing the Infernet
Cpriters O URL Blocking
@ MAC Filters O Domain Blacking

[ ——

Virtual Server

Use MAC addtess to allow or deny computers access 1o the network.

o
@ Disahled MAC Filters

© Onlyallow computers with MAC address listed below to aceess the netwark
i1 (O Only deny computers with MAC address listed below to access the network

Firewall Name| |
MAC Address | L | 11— 1
SNmP === =
DHGP Client |- selsct one — ~|
oons @ © 0
Apply Cancel Help
== | ..
Nare MAG Atdress
e

DMz

MAC (Media Access Control) Filters are used to allow or deny LAN (Local Area Network)
computers from accessing the Internet and network by their MAC address.

At the bottom of the screen, there is a list of MAC addresses from the DHCP client
computers connected to the DI-808HV. To use them, select one from the drop down list.
Then click the “Apply” button and the DI-808HV will fill in the appropriate information to
the list.

Disabled MAC Filter Select this option if you do not want to use MAC filters.

Only allow computers with MAC address listed below to access the network
Select this option to only allow computers that are in the list
to access the network and Internet. All other computers will
be denied access to the network and Internet.

Only deny computers with MAC address listed below to access the network
Select this option to only deny computers that are in the list
to access the network and Internet. All other computers will
be allowed access to the network and Internet.

MAC Address Enter the MAC Address of the client that will be filtered
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Advanced > Filter > URL Blocking

D-Link
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SLIIT Advanced

O IFFilters & URL Blacking
O MAC Filters O Domain Blocking

Virtual Server

Application

i~
o

O Enabled @ Disabled

Filter

Firewall
SNMP

DDNS

Routing

il

DMz

Filters are used to allow or deny LAN users from accessing the Internet.

URL Blocking
Block those URLs which contain keywords listed helow,

DI-808HV
Broadband VPN Router
Tools  Status Help
|
~ Empty -

Apply Cancel Help

Use URL Blocking to deny LAN computers from accessing specific web sites by its
URL. AURL is a specially formatted text string that defines a location on the Internet.
If any part of the URL contains the blocked word, the site will not be accessible and

the web page will not display.

Disabled URL Blocking

Select this option if you do not want to use URL Blocking.
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Advanced > Filter > Domain Blocking

D-Linlk
ey DI-808HV
Broadband VPN Router
| Home [UIEUTTER Tools Status Help
T ; Filters are used to allow or deny LAN users from accessing the Internet
v OIPFiters O URL Blocking
O MAC Fitters & Domain Blocking
—_—
Virtual Server Yomain Blacking
@® Disabled
Application © Allow users o access all domains except *Blocked Domains”
) Deny users to access all domains except "Permitted Domains'”
Filter
e -
—
- Empaty -
=l
DDNS
———
P—
DMz
@ © O
Apply Cancel Help

Use Domain Blocking to allow or deny computers access to specific Internet domains
whether it is through www, ftp, snmp, etc.

Disabled Domain Blocking
Select this option if you do not want to use Domain Blocking.

Allow users to access all domains except “Blocked Domains”

Select this option to allow users to access the specified Internet domains listed below.
Users will be denied access to all other Internet domains.

Deny users to access all domains except “Permitted Domains”

Select this option to deny users to access the specified Internet domains listed below.
Users will be allowed access to all other Internet domains.
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Advanced > Firewall
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Broadband VPN Router
| Home W.UIETTTYE Tools Status Help
F\rewal\‘Ru\Ea can be used to allow or deny traffic from passing through the DFS08HY,
OEnabled O Disabled
Name i ‘
o |
Interface  IP Start IP End Protocol  PortRange
e
Destination [+ v | [t & H
Filter Schedule © Ahways
O From  Time|00 v }{oo vitg|ao ~{on v‘
Firewall — :
ﬂay{Sun PRIELE
= K
SNMP d
Apply Cancel Help
(T
DDNS = i s
Action Narmne Source Destination Protocol
Routing Allow Allow to Ping WAN port AN, * LAN,182.168.0.1 ICMP,* [4 Tl
- LAN,- - (A%
Deny Default 4 19216801 4 [E}T]
bmz Allow Default LA =192.16801 ** [4 &

Firewall Rules is an advance feature used to allow or deny traffic from passing through
the device. It works in the same way as IP Filters with additional settings. You can
create more detailed rules for the device.

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy
(You can reactivate the policy later).

Name
Enter the name of the Firewall Rule.

Action
Select Allow or Deny to allow or deny traffic to pass through the DI-808HV.

Source
Choose between a LAN or WAN source. An asterisk signifies the selection of both
sources.

IP Start
The starting IP address for the filter policy. Leaving the field blank selects all IPs.

IP End
The ending IP address for the filter policy. Leaving the field blank sleects all IPs.

Destination
Choose between a LAN or WAN destination. An asterisk signifies the selection of both
destinations.
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Advanced > Firewall Continued
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Broadband VPN Router

[ Home N TIPYYTTN Tools Status = Help

Firewall Rules can he used to allow or deny traffic from passing through the DI-808HY.

¥y

\4

[
4

O Enabled O Disabled
Mame i |

e
Virtual Server Action O ailow O Deny
" Interface  IP Start IP End Protocol  Port Range
T =
RRLf " v' | | | |
- Destination [+~ | | | [r=r =] H |
TR Schedule O Always
O Fram  Time 02 #}00 ¥iro o0 wifoo ]
Firewall
dayESUﬂ v}mlsun v
e a [ % o
SNMP J
Apply Cancel Help
e
DDNS = : i
Firewall Rules List
= . Action Mame Source Destination Protocol
| Routing Allowe Allow to Ping WAN port AN LAMN, 192 168.0.1 ICMP ™ |_v? ['i[
- LAN- P 25
Deny Default & TeznEana % 24}
bmz Allow Default LANT +.182168.01 =7 4 5

IP Address

Enter in the IP address range of the computers that you want the policy to apply to. Ifit
is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Protocol )
Select one of the following protocols: TCP, UDP, or ICMP.

Port Range

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis
only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you
can leave the port range empty.

Schedule

Select Always, or choose From and enter the time period during which the virtual ser-
vice will be available.
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———

Virtual Server

Il

Application

Filter

Firewall

[

DDNS

Routing

il

DMZ

L A
A4

Broadband VPN Router
| Home WUILITE Tools | Status Help

Use Simple Network Management Protocol{SMMP) for DI-B08HY management purposes

SNMP Local @ Enabled O Disabled
ShMP Remaote O Enabled (& Disabled

Get Community Ep_uhhc

Set Community Ipnvale

P [

P2 [

P 3 [
—
SNMP Version Ow1 Ovze

9 90

Apply Cancel Help

SNMP (Simple Network

Management Protocol) is a widely used network monitoring and

control protocol that reports activity on each network device to the administrator of the

network. SNMP can be
808HYV supports SNMP

Enable SNMP

Local

Remote

Get Community

Set Community

SNMP v1

SNMP v2

used to monitor traffic and statistics of the DI-808HV. The DI-
vlorv2c

(Simple Network Management Protocol)
LAN (Local Area Network)

WAN (Wide Area Network)

Enter the password public in this field to allow “Read only” ac-
cess to network administration using SNMP. You can view the
network, but no configuration is possible wth this setting.

Enter the password private in this field to gain “Read and Write”
access to the network using SNMP software. The administra-
tor can configure the network with this setting.

Simple Network Management Protocol (SNMP) is an applica-
tion layer protocl that facilitates the exchange of management
information between nework devices.

Enhanced version of SNMP v1 with additional protocol opera-

tions such as UDP, IP, CLNS, DDP, and IPX.
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Virtual Server

—_—

Application

Filter

[

Firewall

i

1

Routing

DMZ

guration Menu

DI-808HV
Broadband VPN Router

| Home FUIZTTEUN Tools | Status Help

Dynamic DNS -
Use Dynamic DNS ifyou want to use your DDNE account

DOMNS @ Disabled O Enabled

Provider |DynDNS org(Dynamic] )
Host Name |

Usemame / E-mail
Password f Key

VAR

Apply Cancel Help

DDNS (Dynamic Doma
addresses assigned by

in Name System) keeps dynamic IP addresses (e.g., IP
a DHCP capable router or server) linked to a domain name.

Users who have a Dynamic DNS account may use this feature on the DI-808HV.

DDNS

Provider
Host Name
Username/Email

Password/Key

When an IP address is automatically assigned by a DHCP
server, DDNS automatically updates the DNS server. Select
Disabled or Enabled

Select from the pull-down menu

Enter the Host name

Enter the username or email address

Enter the password or key
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Advanced > Routing
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Broadband VPN Router

| Home VIETUIYN Tools | Status Help
Routing Table

Use the Routing Table for routing purposes within your local network,

Dynamic Routing @& Disable O RIPV O RIPYZ

- D Destination Subnet Mask Gateway Hop Enable
to gl | | 1 @
- 2 i | A
3| | | | \ | | 0
e [ (R — i ——
i i | | |
=l | c — — — & ©
7 | | | \ | | O
f |
] [ | [ | ‘ | :l E
=
9 O
Routing Apply Cancel Help

Dynamic Routing Dynamic Routing Settings allow the VPN Router to route IP
packets to another network automatically. The RIP protocol
is applied, and broadcasts the routing information to other
routers on the network regularly.

By default, it is set to disable. Check to enable (RIPv1/RIPv2)

protocol.
RIP v1 Protocol in which the IP address is routed through the internet.
RIP v2 Enhanced version of RIP vlwith added features such as Au-

thentication, Routing Domain, Next Hop Fowarding, and Subnet-
mask Exchange.
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Advanced > DMZ

D-Link

et DI-808HV
Broadband YPN Router
BT Advanced T Status Help

DMi(Demi\itar\zed Zone) is used to allow a single computer on the LAN to be exposed to
the Internet

*._%_!\;‘
\ J

CEnabled @ Disabled
Virtual Server 1P Address 192.168.0 |__‘

Application a "’ o

Apply Cancel Help
Filter

il

T

Firewall

DDNS

ifili

Routing

-]
2
N

If you have a computer that cannot run Internet applications properly from behind the
DI-808HYV, then you can allow that computer to have unrestricted Internet access. Enter
the IP address of that computer as a DMZ (Demilitarized Zone) host with unrestricted
Internet access. Adding a client to the DMZ may expose that computer to a variety of
security risks; so only use this option as a last resort.
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Tools>Admin
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Admin

e
sl
Firmware
-

Time

System

Mise

DI-808HV
Broadband VPN Router

Home  Advanced Tools Status Help
Administrator Settings
Administrators can change their login password

Administrator (The Login Name is "admin®)

User (The Login hame is "user")
New Passward sesssess |
ReConfitm Password swwesses ‘

Let administrator perfarm administration task fram remote host.

CEnabled & Disabled

IP Address [000.0 |

Port 8080 |

9 9 O

Apply Cancel Help

You can change the admin and user passwords here. It is recommended that you
change the admin password from the default setting. The default passwords are blank

(no password).

Password

Remote
Management

IP Address

Port

To change the passwords, enter the new password twice to
confirm.

Remote Management allows the device to be configured
through the WAN (Wide Area Network) port from the Internet
using a web browser. A username and password is still
required to access the browser-based management inter-
face.

Internet IP Address of the computer that has access to the
DI-808HV. If the IP Address is set to 0.0.0.0, this allows all
Internet IP addresses to access the DI-808HV.

The port number used to access the DI-808HV.

E.g., http://x.x.X.x:8080, where x.x.x.x. is the WAN IP address
of the DI-808HV and 8080 is the port used for the Web Manage-
ment interface.
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Time

R
—

System

Firmware

L

DI-808HV
Broadband VPN Router

| Home Advanced [l (15 Status Help

Time )
Setthe DI-808HY system time.
Device Time :Wed.Jul 02 01:06:38 2003
&) Enable NTP

Default NTF Server | E(Opllonal)

Time Zane [ (omT-nE:00yPacitic Time (US & Canada) v

) SetDevice Date and Time

Year | 2003 % | ponth:| Ul % Day |02 %
Hour:[00 % | Minute:| 00 ¥ | Second:|00 ¥

9 90

Apply Cancel Help

Set the time here by entering it manually or use NTP (Network Time Protocol). NTP is
the standard protocol on the Internet that synchronizes the time settings accurately for

the DI-808HV.

Enable NTP

Default NTP
server

Time Zone

Set Device Date
and Time

Select to enable NTP and synchronize the time settings on
your network using an NTP server

If you are enabling NTP, please enter the link to the default server

Select your time zone from the pull-down menu

If you are entering the time manually, select the correct Year,
Month, Day, Hour, Minute, and Second
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| Home Advanced k75 Status Help

Save Seftings To Local Hard Drive

Admin Load Settings From Local Hard Crive
[ |[(Browse.. |
—
Time
Restore To Factory Default Settings
System
Firmware o

Help

i

The current system settings can be saved as a file onto the local hard drive. The
saved file or any other saved setting file created by the DI-808HV can be uploaded
into the unit. To reload a system settings file, click on Browse to search the local
hard drive for the file to be used. The device can also be reset back to factory default
settings by clicking on the Reset to Default button. Use the restore feature only if
necessary. This will erase previously saved settings for the unit. Make sure to save
your system settings to the hard drive before doing a factory reset.

Save Settings to Click Backup Setting to save the current settings to the local
Local Hard Drive Hard Drive

Load Settings from ¢y Browse to find the settings file, then click Load
Local Hard Drive

Restore to Factory

_ Click Reset to Default to restore the factory default settings
Default Settings
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Tools > Firmware
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Home — Advanced ROl Status Help |

There may be new firmware for your DI-208HY to improve functionality and perfarmance.
Click here to check for an uparade on our support site.

The upgrade procedure takes about 20 seconds. Motel Do nat power off the unitwhen itis
being upgraded. When the upgrade is done successfully, the unit will he restarted
automatically

Current Firmware Version: V1.00
Firmware Date: Wed, Sep 10 2003

‘ |[Browse... |

@ O 0O

Apply Cancel Help

You can upgrade the firmware by using this tool. First, check the D-Link support site for
firmware updates at http://support.dlink.com. Make sure that the firmware you want to
use is saved on the local hard drive of your computer. Click on Browse to search the
local hard drive for the firmware that you downloaded from the D-Link website to be used
for the update. Upgrading the firmware will not change any of your system settings but
it is recommended that you save your system settings before doing a firmware upgrade.

Browse After you have downloaded the new firmware, click Browse in
this window to locate the firmware update on your hard drive.

Click Apply to complete the firmware upgrade.

Note! Do not power off the unit when it is being upgraded. When the
upgrade is complete, the unit will restart automatically.
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Tools > Misc

Ping Test

Restart Device

Block WAN Ping

SPI Mode

DoS
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DI-808HV
Broadband VPN Router

Home Advanced Tools Status Help

Ping Testis used fo send"Ping” packets o lest f a computer is on the Internet,

HostName or IP address

Reboots the DI-80SHY.
Reboat
lock WAN Pin
Wihen you "Block WAN Ping?, you are tausing the public WAN IP atdress o the DFBOSHV to not

respand to ping commands. Pinging public AN IP addresses is a cammon method used by
hackers to testwhether your WAN IP address is valid

Discard PING from VAN side O Enabled @ Disabled

ou can setup this item ifyou wantto enable SPI mode.

O Enabled @ Disabled
© Enabled @ Disabled

You can disable or enable UPNF functions at anytime.

@ Enabled O Disabled

Allaws VPN connections to workthrough the DI-808HY.

FPTP @ Enabled O Disabled
Ipgec @ Enabled O Disabled

You have to setup this item if you wantto access an FTF serverwhose port number is not 21

port|

@ OO

Apply Cancel Help

In the open box, enter in a URL (i.e., www.dlink.com) or an IP
address and click on Ping to test your internet connection.

Click Reboot to restart the unit.

Click Enable to block the WAN ping. Computers on the Internet
will not get a reply back from the DI-808HV when it is being
“ping”ed. This may help to increase security.

When this feature is enabled, the router will record the packet
information passed through the router such as IP address, port
address, ACK, SEQ number, and so on. The router will also
check every incoming packet to detect if it is valid.

When DoS is enabled, the router will prevent Denial of Service
attacks on all computers connected to the DI-808HV.
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Tools > Misc Continued...

UPnP

VPN Pass-
Through

Non-standard
FTP port

.
D-Link
Uk Networks for People DI-808HV
Broadband VPN Router
Home Advanced ¢ 113 Status Help
L \'/( F‘\'ng Teét is used to send "Ping" packets to testif a computeris on the Intermnet.

Host Narme or IP address
- Reboots the DI-808HY.
—_—

p—— Block WAN Ping

System VWhen you "Block AN Ping’, you are causing the public WWAN IP address an the DI-808HV o not
respond to ping commands. Pinging public WAN P addresses is a common method used by
hackers 1o test whether your WAN IP address is valid

Discard PING from WiAN side O Enabled @ Disahled

You can setup this item ifyou wantto enable SPI mode.

© Enabled @ Disabled
© Enabled @ Disabled

You can disable or enable UPNP functions at amytime.

© Enavled O Disabled

Allows VPN connestions to work through the DI-80BHY.

PPTP @ Enabled O Disabled
IPsec @ Enabied O Disabled

You have 1o setup this item ifyou want to access an FTF server whose port number is not 21

port|

9 OO

Apply Cancel Help

UPNP is short for Universal Plug and Play which is a networking
architecture that provides compatibility among networking equip-
ment, software, and peripherals. The DI-808HV is a UPnP enabled
router and will only work with other UPnP devices/softwares. If you
do not want to use the UPnP Functionality, it can be disabled by
selecting “Disabled”.

The device supports VPN (Virtual Private Network) pass-through for
both PPTP (Point-to-Point Tunneling Protocol) and IPSec (IP Secu-
rity). Once VPN pass-through is enabled, there is no need to open
up virtual services. Multiple VPN connections can be made through
the device. This is useful when you have many VPN clients on the
LAN.

If an FTP server you want to access is not using the standard port

21, then enter in the port number that the FTP server is using in-
stead.
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Using the Configuration Menu
Status > Device Info

D-Link

Buang etworts or People DI-808HV

Broadband VPN Router

| Home Advanced

LAN

MAC Address 00-40-05-9F-72-27

IP Address 192.168.01
Subnet Mask 2552552550
DHCP Server Enabled

WAN
MAC Address 00-40-05-9F-72-26
DHCP Clignt Connected.

Tools Status

Firmware Version: V1.00, Wed, Aug 27 2003

Connection

DHCP Renewe | [ DHCP Releass

Remaining Lease Time 71:49:31
IP Address 10.80.1.103
Subnet Mask 255.0.0.0
Gateway 10.10.10.100
Domain Name Server 10.10.10.41,10.10.10.45

Peripheral
Dial-up Modem Mot ready

Device Time:Wed Jul 02 01:12:26 2003

Help
This screen displays information about the DI-808HV
DHCP Renew Click to refresh IP addresses sent from the DHCP server.
DHCP Release Click to release IP addreses sent from the DHCP server.
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Using the Configuration Menu
Status > Log

D-Link

BuIKImg NEtWorks for PEopie

DI-808HV
Broadband VPN Router

| Home Advanced Tools status  [ICCTIN

View Log
iew Log displays the activities occurring on the DIF808HY. Click on Log Settings for advance
features

Help
Page 111

AN Type: Dynamic IP Address (v1.00)
Display time: Wed Jul 02 01:13:48 2003

This screen displays activities occurring on the DI-808HV.

First Page
Last Page
Previous
Next
Clear

Log Settings

Click First Page to go to the first page of the log.

Click Last Page to go to the last page of the log.

Click Previous to go to the previous page of the log.

Click Next to go to the next page of the log.

Click Clear to clear the current page of the log.

Click for advanced features (see next page).
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Using the Con
Status > Log > Log

figuration Menu
Settings

D-Link

BulKImg Networks far People

e

Device Info

I Wl
&
&"

Log

—

E-Mail Alert
SMTP Server IP

Email Address

Send Mail Now

IP Address of the
Syslog Server

Log Type

DI-808HV
Broadband VPN Router
Home Advanced Tools LIETIEN Help |

Log Settings
Logs can be saved by sending itto an admin email address orto a syslog server.

E-miail Alert
SMTP Server /1P Address
Email Address | | [_Send Mail Haw

E-mail Subject | |

Syslog
Syslog Server IP Address 12 168.0 ] | © Enables @ pisabled
Lo Type [ systern Activity
[¥] Debug Information
Mlattacks
[l Dropped Packets
[ Motice

VR

Apply Cancel Help

The DI-808HV can be set up to send the log files to a specific
email address.

Enter in the IP address of the mail server.

Enter in the email address of the recipient who will receive the
email log.

Click to send mail immediately.

Enter in the IP address of a syslog server within the network.
Click Enable to activate the policy. The DI-808HV will send all
of it's logs to the specified syslog server.

Select the types of activity to log. By default, all values are
selected.
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Using the Configuration Menu

Status > Stats

D-Link

Sutiamg Networss or eope DI-808HV
Broadband VPN Router

Home Advanced Tools status [CETIN

Traffic Statistics

Traffic Statistics display Receive and Transmit packets passing through the DI-808HY.

R o
Device Info HE'P
Log Receive Transtmit
WAN 17126 Packets 41337 Packets
LAN 42933 Packets 16586 Packets

Stats

In Stats section, traffic statistics are displayed.

Refresh This will update the page.

Reset This will reset the packet counter to zero.

WAN- Displays Received / Transmitted packets from the WAN port.
LAN Displays Received / Transmitted packets from the LAN port.
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Using the Configuration Menu
Help

D-Link

Bulidmyg Networks for People

DI-808HV
Broadband VPN Router

| Home Advanced Tools  Status Help

Home

— e
V Setup Yizard

U

WAN Settings
LAN Settings
DHCP Server
WPM

Advanced

« Vittual Server
Special Applications
Filtars
Firewall Rules
SHMP
DDMS
Routing
DMz

Tools

Administrator Settings
Systern Time

Syztem Setlings
Firmware Upgrade
Miscellaneous ltems

Status
» Device Information
e Log
s Traffic Statistics

FAQs

This screen displays the complete Help menu. For help at anytime, click the Help tab
in the Configuration menu.
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work,
using Microsoft Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about networking
computers using Windows 2000, ME or 98.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Nebwork Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help you set up thiz computer o run an yaur
netwiark, “WWith a network, you can;

+ Share an Internet connection

+ Set up Internet Connection Firewall
+ Share filez and folders

+ Share a printer

To continue, click Mest.

Mewst > '[ Cancel

To Continue, Click Next.
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Networking Basics

Please follow all the instructions in this window:

Metwork Setup Wizard

Before you continue. .

Befare you continue, review the checklist for cresting a network.

Then, complete the following steps:

= |nstall the network. cards, modems, and cables.

+ Turn on all computers, printers, and external modems.
+ Connect ba the [ntermet.

Wwhen pou click Mest, the wizard will search for a shared Internet connection on your network.

i (e )

Click Next

In the following window, select the best description of your computer. If your
computer connects to the Internet through a gateway/router, select the
second option as shown.

Network Setup Wizard

Select a connection method.

Select the statement that best dezcribes thiz computer:

() Thiz computer connects directly to the Intemet. The other computers on my network connect
to the Internet through thiz computer.

Wiew an example.

(®) Thiz computer cannects ta the Intemet through another computer an my netwark or through
a residential gateway.
Wiew an example.

O

Learn mare about home or small office network configurstions.

< Back I[ Mext » J'[ Cancel

Click Next
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Enter a Computer description and a Computer name (optional.)

Click Next

Network Setup Wizard
Give thiz computer a description and name.

[ LComputer description: | Mary's Computar Il
Examples: Family Room Computer or Monica's Computer

[ Computer name: | Office |]
Examples: FAMILY or MOMICA

The curnent computer name iz Office

Learm mare about computer names and descrptions.

¢ Back I Mest » ' Cancel

Enter a Workgroup name. All computers on your network should have the
same Workgroup name.

Click Next

Network Setup Wizard

Mame your network.

Mame pour network by specifying a workgroup name below, Al computers on your network,
should have the zame workgroup name.

Wwhork group name: Accounting
Exanles HOME or OFFICE

[ < Back Mest » ][ Cancel ]
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Please wait while the Network Setup Wizard applies the changes.

Network Setup Wizard

Ready to apply network settings...

The wizard will apply the fallowing settings. This process may take a few minutes to complate
and cannot be interrupted.

Settings:
Metwork settings: ~
Carmputer description: Mary's Computer
Carputer name: Office
“Workgroup name: Accounting
The Shared Documents folder and any printers connected to this computer hawve been
shared.
bt

To apply these settings. click Mest.

[ < Back Il Mest » ][ Cancel
——

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Metwork Setup Wizard

Please wait...

Fleaze wait while the wizard configures this computer for home or zmall office netwaorking. Thiz
process may take a few minutes,

4 o
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Networking Basics

In the window below, select the option that fits your needs. In this example, Create a

Network Setup Disk has been selected. You will run this disk on each of the
computers on your network. Click Next.

Network Setup Wizard
You're almost done...

2 Wou need to run the Metwaork Setup Wizard ohce on each of the computers on your
\l.) network. Ta run the wizard on computers that are not running Windows %P, pou can use
the "Windows %P CD or & Metwaork Setup Dizgk.

What do pou want to do?

(0 Use the Network Setup Digk | alieady have

(0 Use my Windows <P CD

(2 Just finish the wizard: | don't need to run the wizard on other computers

Insert a disk into the Floppy Disk Drive, in this case drive A.

Network Setup Wizard
Inzert the dizk you want to use.

Ingert a digk the into the following disk drive, and then click Mest.

3% Floppy [4:]

If pou want to format the disk, click Format Disk.

< Back I” Mext » ]]
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Networking Basics

Copying...

9 =

Please wait while the wizard copies files. ..

[ ]| Cancel |

Please read the information under Here’s how in the screen below. After you complete
the Network Setup Wizard you will use the Network Setup Disk to run the Network

Setup Wizard on each of the computers on your network. To continue click Next.

Nebtwork Setup Wizard
To run the wizard with the Network Setup Disk__. %

® . Complete the wizard and restart thiz computer. Then, uze the Metwark Setup Dizk toorn
\._!‘) the Metwark Setup ‘wizard once on each of the ather computers on your netwaork.

Here's how:

1. Inzert the Metwork Setup Disk into the next computer you want to network,
2. Open My Computer and then open the Metwork Setup Disk.
3. Double-click "netzetup.”

[ < Back I Hest > .|
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Please read the information on this screen, then click Finish to complete the
Network Setup Wizard.

Network Setup Wizard

Completing the Network Setup
Wizard

You have succeszsfully zet up this computer for home or zmall
office networking.

For hielp with home or emall office networking, zee the
following topics in Help and Support Center:

+ Uzing the Shared Docurnents folder
+ Shanni hles and folders

To zee other computers on vaur network, click Start, and then
click My Metwork Places.

To cloze thiz wizard, click Finish.

| <Back |[ Finish |

The new settings will take effect when you restart the computer. Click Yes to
restart the computer.

System Settings Change X

P You musk restart waur compuker before the new setkings will take effect,
</

Do you wank ko restart wour cormpuber now?

You have completed configuring this computer. Next, you will need to run the
Network Setup Disk on all the other computers on your network. After run-
ning the Network Setup Disk on all your computers, your new network will be
ready to use.
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Naming your Computer

To name your computer, please follow these directions: In Windows XP:

m Click Start (in the lower left corner of the screen)

m Right-click on My Computer

m Select Properties and click

Internet
Internet Explorer

| E-mail
d Cutlook Express

n Command Prompk
“ M3SM Explaorer

® Windows Media Player
"u

@ WWindows Mavie Maker
'.@ Tour YWindows 5P

Wizard

4 | Files and Settings Transfer

_-_} My Documents

b My Recent Documents #

_f) My Pictures

:_b] My Music

‘:I Ay Computer |
| Open

.g My Metwork

& Control Panel
e‘ Connect To
e,

}.,:"a Printers and F

Explore
Search..,
Manage

Map Metwork Drive. .,
Disconnect Metwork Drive, .,

Show on Deskkop
Rename

Qoo >+ TR

B Selectthe Computer
Name Tab in the System
Properties window.

B You may enter a Com-
puter Description if you
wish; this field is optional.

m Torename the computer or
join a domain, Click
Change.

System Properties

System Restge Il Sutpmatic Updates I Remote

General |l Computer Mame ” Hardware ||

Advanced |

- Windows uses the following information to identify your computer
on the network.

Computer deszcription:

For example: "Kitchen Computer’ or "Mary's

Computer''.
Full computer name:  Office
“wéork group: Accounting

To uze the Mebwork |dentification Wizard to join a
domain and create a local uger account, click Netwaork,

Metwork 1D

To rename thiz computer of join a damain, click Chanas.
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Naming your Computer

B |n this window, enter the

Computer name

B Select Workgroup and enter
the name of the Workgroup

B All computers on your network

must have the same
Workgroup name.

B Click OK

Computer Name Changes

Computer name:

Y'ou can change the name and the membership of this
computer. Changes may affect access to network resources.

| Office

Full computer name:

Office
Member of
() Domair:
| |
(&) Workgroup:
| Accounting |
[ OK | Cancel

Checking the IP Address in Windows XP

The wireless adapter-equipped computers in your network must be in the same IP ad-
dress range (see Getting Started in this manual for a definition of IP address range). To
check on the IP address of the adapter, please do the following:

B Right-click on the
Local Area
Connection icon

in the task bar

B Click on Status

Disable

Repair
Yieww Available Wireless Metbworks

Cpen Metwork, Connections
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Checking the IP Address in Windows XP

This window will appear. Wireless Network Connection 7 Status |E|g|

General l Support '

Internet Pratocal [TCPAP)

| Click the
Su pport tab Address Type: Agzzigned by DHCP
| 1P addess 1921680114 ||
Subnet Mask: 28R 286 2550
Default Gateway: 192.168.0.1

[ | Click Close

———
Cloze

Assigning a Static IP Address in Windows XP/2000

Note: Residential gateways/broadband routers will automatically assign IP addresses
to the computers on the network, using DHCP (Dynamic Host Configuration Proto-
col)technology. If you are using a DHCP-capable gateway/router you will not need
to assign static IP addresses.

If you are not using a DHCP capable gateway/router, or you need to assign a static IP
address, please follow these instructions:

- !.—-' Cantrol Panel
I@ Tour Windows xP s 0 Y R

B GotoStart

r;:é Printers and Faxes
44 Files and Setkings Transfer
o "Wizard
9) Help and Support
w Paink p
B Double-click on ,) Search

Control Panel

all Programs D 7 Run...

Computer
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Assigning a Static IP Address in Windows XP/2000

B Double-click on
Network
Connections

B Right-click on Local Area
Connections

B Click on Properties

B Control Panel

File Edit View Favorites Tools  Help

OBaEk \) LI pSEar[h || Foders | [23]~

Address g' Control Panel

M5 Accessibility Options

Add Hardware
‘Y Add or Remove Programs
48 Admiristrative Tools
::?Date and Time

See Also ) Folder Options

‘ Windows Update
@) Help and Support

= Game Controllers
’Intarnet Ciptions

“oaPrinkers and Faxes
9 Regional and Language Options
=

°s Network Connections

File Edit Wiew Favorites Tools Advanced  Help

eEa:k - \“_:) ‘,7 )_n)SEar:h li=

Address @ Network Connections

Network Tasks LAN or -Speed Internet

[ create anew
connection Disable
Q Set up & homs or small Status
office network —
@ Disable this netwark _—
device Bridge Cannections
8, Repair this connection e
=i Rename this connection
€ view status of this
connection

Change settings of this
connection

Create Shortcut
Delete

Rename

Other Places

O Control Panel T
g 1My Network Places

1) My Documents

W My Computer

Detail
S v€ m
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Assigning a Static IP Address
in Windows XP/2000

B Click on Internet Protocol (TCP/IP)

B Click Properties

® In the window below, input your IP
address, subnet mask, default
gateway and DNS server address.
(The IP Addresses on your network
must be within the same range. For
example, if one computer has an IP
address of 192.168.0.2, the other
computers should have IP addresses
that are sequential, like 192.168.0.3
and 192.168.0.4. The subnet mask
must be the same for all the computers
on the network.)

IP Address:
e.g.,192.168.0.2

Subnet Mask:
255.255.255.0

Enter the LAN IP address of
the wireless router. (D-Link
wireless routers have a LAN IP
address of 192.168.0.1)

m Select Use the following DNS
server addresses.

Enter the LAN IP address of
the wireless router. (D-Link
wireless routers have a LAN IP
address 0f 192.168.0.1)

B Click OK

?)x)

-i- Local Area Connection 7 Properties

General | Advanced

Connect using:

HS  D-Link DWL-AB50

Thiz connection uses the following items:

% Cliet for Microsoft Networks

.@ File: and Printer Sharing for Microsoft Metwarks
B (0% Packet 5 chedulsr
Internet Pratocol [TCPAIP) '

Degcription

Transmission Contral Protocol/Intemet Protocol. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarks.

[ Show iconm in notification area when connected

Ok ] [ Cancel

Internet Protocol (TCP/IP) Properties @[g|

General

“You can get IP ssttings assigned automatically if your network supports
this capability. Otherwize, vou need to azk your network. administrator for
the appropriate [P settings.

(C) Obtain an IP address automatically
(@ Uze the following 1P address:)
P address:

192.168. 0 . 2
Subnet mask: 255 2850285 . 0

Default gateway: 192.168. 0 . 1

(@ Use the following DNS server addlesses:]
192.168. 0 . 1

Preterred DMS server

Alternate DNS server

C)

The DNS server information will be supplied by your ISP (Internet Service Provider).
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Assigning a Static IP Address with Macintosh OSX

® 0 System Preferences o
@ =A@ 3
Personal
B Go to the Apple Menu and se- A= B0 & 6
lect System Preferences
s = v =B S
B Click on Network
e e a &
;@ :L;J (l‘n) @n Q K L
‘8 e Network e
B SelectBuilt-in Ethernetinthe ¢ & se @

Show pull-down menu

Location: Automatic

DR |

oxies
DHCP Router

Configure  Using DHCP

E

Show: | Built-in Ethernet

Select Manually in the Con-
figure pull-down menu

Using BootP
Servers (Optional)
IP Address:
(Provided by DHCP Server)
Subnet Mask: 255.255.255.0
Router: 152.168.0.1 Search Domains (Optional)
DHCP Client ID
(Optionaly

Example: apple.com, earthlink.net
Ethernet Address

@ Cliek the lock to prevent further changes. Apply Now

80C Network =)
W Q@ 3
Show All | Displays Sound Network Startup Disk
Location: [Automatic  [#)
Show: | Built-in Ethernet [ ]

Input the Static IP Address,
the Subnet Mask, and the
Router IP Address inthe ap-

PPPoE | AppleTalk | Proxies |
|

Domain Name Servers (Optional)

Configure: | Manually

propriate fields

Click Apply Now

IP Address:

Subnet Mask:

Router:

192.168.0.2
255.255.255.0

192.168.0.1

Ethernet Address:

00:09:93:75:de:5a

Search Domains

Example: apple.com, earthlink.net

(Oprional)

@®

Click the lack to prevent further changes.

'f Apply Now \'
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Selecting a Dynamic IP Address with Macintosh OSX

B  Go to the Apple Menu and select

System Preferences

B Click on Network

B Select Built-in Ethernet in the
Show pull-down menu

B  Select Using DHCP in the
Configure pull-down menu

B Click Apply Now

B ThelP Address, Subnet
mask, and the Router’s IP
Address will appear in a few
seconds

890 System Preferences. [=)
« 240 O

ShowAll | Displays Sound Network Startup Disk

m == o6 & @

Hardware
¢ =@ ¢ m 8§
Inernet & Nesgrk

@

Internet

cudTine— shaing
system
2 @ @
o
s Date T —Sotvs—Spesch— s kit

‘86¢C Network (=8

 E A 3

Show All  Displays Sound Network Startup Disk

Location: | Automatic 5.

how: | Built-in Ethernet [ |

Manually

@ESTIETE v Using DHCP
09ing Boot?

‘ Servers (Optional)

IP Address:
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

Search Domains (Optional)

Router: 192.168.0.1
DHCP Client ID:

(Optional)

Example: apple.com, earthlink.net
Ethernet Address:

@ Click the lock to prevent further changes. Apply Now

86cC Network =3

W =A@ O

Show All : Displays Seund Network Startup Disk

[&

Location: | Autematic [

Show: | Built-in Ethernet =

ppPoE | AppleTalk

Configure: | Using DHCP =)

Domain Name Servers (Optional)

Proxies |

IP Address: 192.168.0.160
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

Search Domains (Optional)

Router: 192,168.0.1

DHCP Client ID:
(Optional)

Example: apple.com, earthlink net

' ¢ Apply Now '

Ethernet Address: 00:06:96:79:de:5a

@ Click the lock to prevent further changes.

85



Networking Basics
Adding and Sharing Printers in Windows XP

After you have run the Network Setup Wizard on all the computers in your network
(please see the Network Setup Wizard section at the beginning of Networking Basics),
you can use the Add Printer Wizard to add or share a printer on your network.

Whether you want to add a local printer (a printer connected directly to one computer),
share an LPR printer (a printer connected to a print server), or share a network
printer (a printer connected to your network through a gateway/router), use the Add
Printer Wizard. Please follow the directions below:

First, make surethat you have run the Network Setup Wizard on all of the computers
on your network.

On the following pages, we will show you these 3 ways to use the Add Printer Wizard:

1. Adding a local printer
2. Sharing an network printer
3. Sharing an LPR printer

(Other Networking Tasks)

For help with other tasks, that we have not covered here, in home or small office net-
working, see Using the Shared Documents folder and Sharing files and folders in
the Help and Support Center in Microsoft Windows XP.

86



Networking Basics
Adding alocal printer (a printer connected directly to a computer)

A printer that is not shared on the network and is connected directly to one computer
is called alocal printer. If you do not need to share your printer on a network, follow

these directions to add the printer to one computer.

B Goto @ B,
i ] Control Panel
Start> Windows Movie Maker
Printers & Printers and Faxes
and Faxes Tour wwindows %P =

E‘ !, Files and Settings Transfer @ Help and Support

Wizard —
,'.) Search
g Makepad
=7 Run...

all Programs D

@| Lag OFf |6| Turn OFF Computer

| 'y Start

Printer Tasks

i i &5 Setup faxion
u C“Ck on Add a p rinter Start the Add Printer Wizard, which helps vou install a prinker.

See Also

L?] Troubleshoaot printing
@) Get help with printing

Other Places

[ Control Panel
% Scanners and Cameras
ID My Documents

@ My Pictures
'_-g My Compuker

Details

|l >
1y Start i 1.bmp - Paint B Fri nd Faxes
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Adding alocal printer

B Click Next

B Select Local printer
attached to this

computer

B (Deselect Automati-
cally detect and install
my Plug and Play
printer if it has been
selected.)

M Click Next

B Select Use the follow-
ing port:

B From the pull-down menu
select the correct port

for your printer

(Most computers use the LPT1: port,
as shown in the illustration.)

B Click Next

Add Printer Wizand

Welcome to the Add Printer
Wizard

This wizard helps you install a printer or make printer
connections.

i If pou have a Plug and Play printer that connects

.\_‘) thraugh a USE port [or any other hot pluggable
port, such az [EEE 1394, infrared, and so on), you
do not need to use this wizard. Click Cancel o
cloze the wizard, and then plug the printer's cable
inta your computer or point the printer toward your
computer's infrared part, and turm the printer on.
Windows will automatically install the printer for pou,

To continue, click Mext

Add Printer rd

Local or Metwork Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want to use;

(%) Local printer attached to this computer

[ClAutomatically detect and install my Flug and Flay printer

(2) & network printer, or a printer attached to ancther computer

] To et up a network printer that is not attached to a print server,
‘_l) use the "Local printer” option.

< Back, l Hext > ' Cancel

Add Printer Wizand

Select a Printer Port
Computers communicate with printers through ports.

Select the port you want your printer to use. I the port is not listed, you can create a
new part.

(5) Use the following port:

commended Printer Port)

Maote: Most computers use the LPT1: part to communicate with a local printer.
The connector for this port should look. something like this:

N

(O Create a new port:

< Back I Mest > ' Cancel
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Adding alocal printer

Select and highlight
the correct driver for

your printer.

Click Next

(If the correct driver is
not displayed, insert the
CD or floppy disk that
came with your printer
and click Have Disk.)

At this screen, you
can change the name

of the printer (optional).

Click Next

Select Yes, to print a
test page. A successful
printing will confirm that
you have chosen the
correct driver.

Click Next

Add Printer, Wizard
Install Printer Software O
The manufacturer and model determing which printer software ta use. Q”
=" Select the manufacturer and model of your printer. [f your printer came with an installation
‘\:é disk, click Have Disk. IF your printer iz not listed, congult your printer documentation far
compatible printer software.

W anufacturer | Printers )
Fuitsu 5 HP DeskJet 400

GCC . JHP Desklet 400 [Monochiome)

Generic

Gestetner

SFHP Desklet 420
HP v 0o

(5 This diver is digitally signed.
Tell me wahy driver signing is impartant

[ ‘Wwindows Lpdate ] [ Have Disk... ]

[ ¢ Back Il Mext > 1][ Cancel ]

Add Printer, Wizand
Name Your Printer 0

“r'ou must azsign a name to this printer.

Type a name far this printer. Because some programs do nat support printer and server
name combinations of more than 31 characters, it is best to keep the name as short as
possible.

< Back l Mest > ' Cancel

Add Printer, Wizard
Print Test Page O

To confirm that the printer iz installed properly, you can print a test page.

Do you want ta print & test page?
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Adding alocal printer

This screen gives you information about your printer.

Add Printer, Wizard

Completing the Add Printer
Wizard

Y'ou have successfully completed the Add Printer wizard.
Y'ou gpecified the following printer settings:

M ame: HF Desklet 500
Share name: <Moot Shared:
Port: LPTT1:

Maodel HF Desklet 500
Default: ez

Test page:  Yes

To cloze this wizard, click Finish.

_Eancel

Click Finish

When the test page has printed,

HP Desklet 500

& test page iz now being zent to the printer. Depending on the
zpeed af pour printer, it may take a minute or bwo befare the page
iz printed.

The tegt page briefly demanstrates the printer's ability ta print
graphics and text, and it provides technical infarmation about the
printer driver.

If the test page printed, click OF.
If the test page did nat print, click Troubleshont,

[Irnuble&hunt...

Click OK



Networking Basics
Adding alocal printer

B Goto Start> Printers
and Faxes

A successful installation will display
the printer icon as shown at right.

You have successfully added a local
printer.

Sharing a network printer

Printer Tasks

| Add a prinker

See what's printing

Select printing
preferences

Pause printing
Share this printer
Renane this printer
Delete this printer

Sek prinker properties

See Also

@ 50 ko manufacturer's
Web site

Other Places

[3 Control Panel

% Scanners and Cameras
£y My Documents

i} My Pictures

f;l My Computer

4 start

After you have run the Network Setup Wizard on all the computers on your network,
you can run the Add Printer Wizard on all the computers on your network. Please
follow these directions to use the Add Printer Wizard to share a printer on your

network:

B Goto Start>
Printers and Faxes

@ WWindows Maovie Maker E’ Cantral Panel
& Printers and
Tour Windows %P ks

3 | Files and Settings Transfer 9) Help and Support

Wizard —
/'..) Search
@ Motepad
=] Run...

All Programs D

@| Log OfF |§| Turn OF

/s start




Networking Basics
Sharing a network printer

Add a printer [2] Add a printer

Zn Set up faxioa
E ]Start the Add Printer Wizard, which helps wou install a prinker, l

Add Printer, Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helps vou install a printer or make printer
connections.

through a USE port [or any other hiot pluggable
port, such as [EEE 13594, infrared, and so on), you
do not need to use this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
into your computer or point the printer toward pour
computer's infrared port, and turn the printer on.
‘windows will automatically install the printer for pou.

i|) If you have a Plug and Play printer that connects

To continue, click Next.

B Click Next [ Newt> |[ Cancel

Add Printer W: d

. SeleCt Local or Network Printer
NetWO rk Pr| nter The wizard needs to know which type of printer to set up.

Select the option that describes the printer pou wart to use:

(O Local printer attached to thiz computer

(£) & ngtwork printer, or a printer attached to another compiter

- To et up a network, printer that is not attached to a print server,
‘-ll) uze the "Local printer'' option.

< Back ” Mext > ][ Cancel ]

B Click Next

92



Networking Basics
Sharing a network printer

Add Printer Wizard

Specify a Printer O
IF pou dan't know the name or address of the printer, you can search far a prinker
B SelectBrowse for that mests your nesds 4
a printer

‘what printer do you want to connect ba?

(©frowse for a prnie
(0 Conmect to this printer [or to brawse for & printer, select this option and click Next):
Mame:
Eample: Wserver\printer
(0) Connect ta a prinker on the ntemet of oh a home or office netwark:
URL:

Example: hiip//server /printers/mypiinter/. printer

B Click Next <Back || Mew> | [ cancel

Add Printer Wizand

Browse for Printer
“when the list of printers appears, select the one you want to use.

Frinter. |\MOCHHP DeskJat 500

Se|ECt the prl nter you Eg‘;r:dwlpizrot:;twindows Metwark.
1 £ DLINK
would like to share 2 s
=y (e o)

B Click Next Printes infaimation

Comment:
Status: Ready Documents waiting: a

<Back || Mewt> | [ Cancel

Add Printer Wizard
Completing the Add Printer
@ Wizard

You have successiully completed the Add Printer \Wizard
“You specified the fallawing printer settings;

Name: HF DeskJet 500 on 1QC3
Deefault es
Locatior:

Comment:

To clase this wizard, click Firish

B Click Finish
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Networking Basics
Sharing a network printer

B To check for proper
installation:

B Goto Start > Printers
and Faxes

The printer icon will appear at right,
indicating proper installation.

You have completed adding the
printer.

To share this printer
on your network:

B Remember the printer
name

B Runthe Add Printer
Wizard on all the
computers on your
network

B Make sure you have
already run the
Network Setup
Wizard on all the
network computers

After you run the Add Printer
Wizard on all the computers in the
network, you can share the printer.

Control Panel

@ windows Maovie Maker

% Printers and Faxes

@ Tour Windows P

C@ Files and Settings Transfer Q) Help and Support
Wizard —
/'_) Search
g Motepad
=] Run...

All Programs D

Printer Tasks

@ Add a prinker

£2] See what's printing

Select printing
preferences

E;] Pause printing

Lr_.; Share this printer

IEE Rename this printer

¥ Delete this printer

-':-; Set printer properties

See Also

@ 5o to manufacturer's
Web site

Other Places

[ Control Panel

% Scanners and Cameras
EI My Documents

@ My Pictures

'_-f; Iy Computer

——
15 Start
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Networking Basics
Sharing an LPR printer

To share an LPR printer (using a print server,) you will need a Print Server such as
the DP-101P+. Please make sure that you have run the Network Setup Wizard on
all the computers on your network. To share an LPR printer, please follow these

directions:

Add Printer Wizard

B Goto Start >

. Welcome to the Add Printer
Printers and Wizard
Faxes

. Thiz wizard helps you install a printer or make printer
M Clickon Add cornections.
a Printer

& If you have a Plug and Play printer that connects

1 through a USE port [or any other hot pluggable
port, such az IEEE 1394, infrared. and za on). you
do not need to use thiz wizard, Click Cancel to
close the wizard, and then plug the printer's cable
inta your computer or point the printer taward your
computer's infrared port, and turh the printer on.
wiindows will automatically inztall the printer for you,

The screen to the
right will appear

To continue, click Mext.

W Click Next Cancel
Add Printer Wizard
| Select Local or Metwork Printer
Local The wizard needs to know which twpe of printer ta zet up.
Printer...

Select the option that describes the printer you want to uge;

[ (%) Local printer attached ta thiz comptes ]
] Automatically detect and inztall my Plug and Play printer

() & rietwork, printer, or a printer attached to another computer

O Tao set up a network, printer that iz not attached to a print server,
\]:) uze the "Local printer” option.

B Click Next
< Back [ Mest » l" Cancel
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Networking Basics
Sharing an LPR printer

This screen will show you
information about your
printer.

Click Finish

Select the printer you
are adding from the list
of Printers.

Insert the printer driver disk
that came with your printer.

Click Have Disk

If the printer driver is already installed, do
the following:

B Select Keep existing
driver

B Click Next

Add Standard TCP/IP Printer Port Wizard

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a part with the fallawing characteristics.

SHMP: No
Protocal LFR. I
Device: 192170020

PortMame:  IP_192170.0.20

Adapter Type:

Ta complete this wizard, click Finigh.

Cancel

" Finish

Add Printer, Wizard
Install Printer Software O
The manufacturer and madel determing which printer software to use. Q’/
3\ Select the manufacturer and model of your printer. IF your printer came with an installation
f\-:é digk., click Have Disk. IF your printer is not listed, congult your printer documentation for
compatible printer software.

Morutscuer e -
Fuitsu P Desklet 400

GEE P Desklet 400 (Monochrome]

Generic

Gestatner

HR > | v

3}' This driver is digitally signed.
Tell e why driver signing is important

—
[ wfindows Update ][ Have Disk... ]
——

[ ¢Back [ New> | [ Cancel |

Add Printer Wizard
Use Existing Driver : O

A diiver iz already installed for this printer. You can use or replace the existing
driver

HF DeskJat 500

Do you want to keep the existing driver or use the new one?

() Replace esisting driver

< Back l Nest » ' Cancel
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Networking Basics
Sharing an LPR printer

[ | You can rename your printer if
you choose. It is optional.

[ | Please remember the name of
your printer. You will need this
information when you use the
Add Printer Wizard on the
other computers on your
network.

B Click Next

| Select Yes, to print a test page.

[} Click Next

This screen will display information
about your printer.

B Click Finish to complete the
addition of the printer.
| Please run the Add Printer

Wizard on all the computers
on your network in order to
share the printer.

Add Printer Wizard
Mame Your Printer O

Vo must assign a name to this printer
Type a name for this printer. Because some programs do not support printer and server
name combinations of more than 31 characters, it is best to keep the name as short as

possible.

Frinter name:

Cancel

< Back

Add Printer, Wizard
Print Test Page {}

To confitn that the printer is installed properly, pou can print a test page

Do you wank to print a test page?

< Back

Hext > Cancel

Add Printer Wizard

Completing the Add Printer
Wizard

‘You have successtully completed the Add Printer wizard,
You specified the following printer settings:

HP Desklet 500

Share name: (Mot Shared>

Faort: IP_152170.0.20

hodel HP DeskJet 500

Default Yes

Testpage:  Yes

Mame:

To close this wizard, click Finish

i Finish Canesl

< Back

Note: You must run the Network Setup Wizard on all the computers on your network before

you run the Add Printer Wizard.
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Resetting the DI-808HV to the
Factory Default Settings

After you have tried other methods for troubleshooting your network, you
may choose to Reset the DI-808HV to the factory default settings.

To hard-reset the D-Link DI-808HV to the Factory Default Settings, please do

the following:
[ ]

Locate the Reset button on the back of the DI-808HV.

Use a paper clip to press the Reset button and
power on.

Hold for about 5 seconds (do not hold for too long)
and then release. (Or, release when M1 and M2
flash at the same time.)

After you have completed the above steps, the DI-808HV
will be reset to the factory default settings.
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Technical Specifications

Standards
B |EEE 802.3 10BASET-T Ethernet
IEEE 802.3u 100BASE-TX Fast Ethernet

|
B |EEE 802.3x Flow Control
B ANSI/IEEE 802.3 NWay auto-negotiation

VPN Pass Through Function
m PPTP
m L2TP
B IPSec

Device Management

B Web-Based — Internet Explorer 6x or later; Netscape Navigator 6x or

later; or other Java- enabled browsers.
LEDs

WAN
LAN
M1

M2
COM
Operating Temperature

B 41°Fto 131°F (5°C to 55°C)

Humidity
B 10-90%
Power
m 5vDC
Dimensions
B L= 9.25inches (233mm)

B W=6.5inches (165mm)
B H=1.375inches (35mm)

Weight
B -~2.00z.(9079)

Ports
B 4xNWay 10Base-T/100Base-TX Fast Ethernet LAN (Media Auto Sensing)
B 1 xNWay 10Base-T/100Base-TX Fast Ethernet WAN (Media Auto Sensing)
B 1 COM Port (Dial-up Modem) 99



Frequently Asked Questions

Why can’t | access the Web-based configuration?

When entering the IP Address of the DI-808HV (192.168.0.1), you are not connecting
to the Internet or have to be connected to the Internet. The device has the utility built-
in to a ROM chip in the device itself. Your computer must be on the same IP subnet
to connect to the web-based utility.

To resolve difficulties accessing a Web utility, please follow the steps below.

Step 1 Verify physical connectivity by checking for solid link lights on the device. If
you do not get a solid link light, try using a different cable or connect to a different
port on the device if possible. If the computer is turned off, the link light may not be
on.

What type of cable should | be using?

The following connections require a Crossover Cable:
Computer to Computer

Computer to Uplink Port

Computer to Access Point

Computer to Print Server

Computer/XBOX/PS2 to DWL-810
Computer/XBOX/PS2 to DWL-900AP+

Uplink Port to Uplink Port (hub/switch)

Normal Port to Normal Port (hub/switch)

The following connections require a Straight-through Cable:
Computer to Residential Gateway/Router

Computer to Normal Port (hub/switch)

Access Point to Normal Port (hub/switch)

Print Server to Normal Port (hub/switch)

Uplink Port to Normal Port (hub/switch)

Rule of Thumb:
"If there is a link light, the cable is right.”
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

What type of cable should | be using? (continued)

What’'s the difference between a crossover cable and a straight-through
cable?

The wiring in crossover and straight-through cables are different. The two types
of cable have different purposes for different
LAN configurations. EIA/TIA 568A/568B
define the wiring standards and allow for
two different wiring color codes as

White-Green
Green
White-Orange

S0 = O W o LD P =

Blue
illustrated in the following diagram. g\gi':t;-eﬂlue
. . White-Brown
*The wires with colored backgrounds may Brown

have white stripes and may be denoted 5684 CABLE END
that way in diagrams found elsewhere.

1 White-Orange

H Il straight-through cable f 3 wonge
ow to tell straight-through cable from 3 White.Green

. 4 Blue
across_overcable. _ 5 Whio Blue

The main way to tell the difference 6 Green
; 7 White Brown

between the two cable types is to compare 8 Brown

the wiring order on the ends of the cable. If
the wiring is the same on both sides, it is
straight-through cable. If one side has opposite wiring, it is a crossover cable.

5688 CABLE END

All you need to remember to properly configure the cables is the pinout order of
the two cable ends and the following rules:

A straight-through cable has identical ends

A crossover cable has different ends

It makes no functional difference which standard you follow for straight-through
cable ends, as long as both ends are the same. You can start a crossover cable
with either standard as long as the other end is the other standard. It makes no
functional difference which end is which. The order in which you pin the cable is
important. Using a pattern other than what is specified in the above diagram
could cause connection problems.

When to use a crossover cable and when to use a straight-through cable:
Computer to Computer — Crossover

Computer to an normal port on a Hub/Switch — Straight-through

Computer to an uplink port on a Hub/Switch - Crossover

Hub/Switch uplink port to another Hub/Switch uplink port — Crossover

Hub/Switch uplink port to another Hub/Switch normal port - Straight-through
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 2 Disable any Internet security software running on the computer. Software
firewalls like Zone Alarm, Black Ice, Sygate, Norton Personal Firewall, etc. might
block access to the configuration pages. Check the help files included with your
firewall software for more information on disabling or configuring it.

Geneal Secuty | Pivecy| Content| Comectons | Proges | Advresd

Step 3 Configure your Internet settings. e s——

Internet

Go to Start>Settings>Control Panel. Double click P

the Internet Options Icon. From the Security tab, o
click the Default Level button to restore the (”:*ﬁwwﬁm“:
settings to their defaults. I

Click to the Connection tab and set the dial-
up option to Never Dial a Connection. Click

the LAN Settings button

s do ot apely to diskup cormections. AN Seltings.
' Sellings above for daup selings.

Nothing should be checked. Click OK

[ Use a prosy serve foryour LAN (T hese setings il nt appy o
diakup or VPN conmeclons)

Go to the Advanced tab and click the
Restore Defaults button to restore
these settings to their facotry defaults

=]
=]
=]
a
a
=]
=]
=]
=]
O For
<

Click OK. Go to the desktop and close any open
windows




Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 Check your IP address. Your computer must have an IP address in the same

range of the device you are attempting to configure. Most D-Link devices use the
192.168.0.X range.

How can | find my IP Address in Windows 95, 98, or
ME?

Step 1 Click on Start, then click on Run.

Step 2 The Run Dialogue Box will appear. Type winipcfg in the text field and
click OK.
Run

Tuype the name of & program., folder. or document, and
‘windows will open it for you.

DOpen: |winipcfg j

] i Cancel | Browse... |

Step 3 The IP Configuration window will appear, displaying your Ethernet
Adapter Information.

M Select your adapter from the drop down menu.

M If you do not see your adapter in the drop down menu, your adapter is

not properly installed.

IP Configuration
— Ethemet Adapter Information

Default G ateway
()4 I Felease | Eenew |

Releaze All | Fienew Al | More Info > |

Step 4 After selecting your adapter, it will display your IP Address, subnet
mask, and default gateway.
Step 5 Click OK to close the IP Configuration window
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP Address
in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

How can | find my IP Address in Windows 2000/XP?

Step 1 Click on Start and select Run.

Step 2 Type cmd then click OK.

Run 2JES

= Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it For you.

Open: [ emd |

[ ol ]I Cancel ]I Browse, .. I

Step 3 From the Command Prompt, enter ipconfig. It will return your IP
Address, subnet mask, and default gateway
&S] INNT', system32% CMD.EXE

M soft Windows 2000 [Version 5.88.21951]
{C» Copyright 1985-2088 Microsoft Corp.

D:~>ipconfig

Windows 2088 IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix

.......... L i 192.168.0.174
Subnet Mask . . . . . . . . . . . & 255 255 255L.8

Default Gateway . - . . . . . . . : 192_168.8.1

Step 4 Type exit to close the command prompt.
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP address
in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

Make sure you take note of your computer’s Default Gateway IP Address. The Default
Gateway is the IP Address of the D-Link Router. By default, it should be 192.168.0.1.

How can | assign a Static IP Address in Windows XP?

Step 1
Click on Start > Control Panel > Network and Internet Connections >
Network connections.

Step 2 See Step 2 for Windows 2000 and continue from there.

How can | assign a Static IP Address in Windows 20007

Step 1 Right-click on My Network
Places and select Properties.

nced Help

s @ EEXo|E
A

Fal
Step 2 Right-click on the Local Network and Dial-up o

Connections

Area Connection which represents
your network card and select

H Adapter
Properties.

Local Area Connection Propetties E 2lxl

General |

Connest using

I 3 D-Link DFE-B30TX PCI Fast Ethernet Adapter

Components checked are used by this connection
ngh“ght |nternet PrOtOCOl (TC P/ 1 2 File and Printer Sharing for Micraslt Netwarks =
Network Moritor Driver

fIntemet Protocol (TCFAF)
4 | »

Instal. Uinstal | Propeties |

IP) and click Properties.

—
Transmizsion Control Pratocol/Internet Pratocol, The default
ietwork protocal that pr mmunication

onnected networks,

¥ Show ican in taskbat when cannected

Ok Cancel
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static IP Address in Windows 20007

(continued)

Click Use the following IP Address and  premssrmwsreyrmr——" 2%
enter an IP Address that is on the same Generl
Subnet as the LAN IP address on your iju can get IP settings assigned automatically if your network supparts
, iz capability. Otherwize, you need to ask your network administiator for
router. Example: If the router’s LAN IP e
addressis 192.168.0.1, make your IP f_ Db an P adefess autonaticaly
' Ugethe following IP address: ————
address 192.168.0.X where X =2-99. - lPad_dless : [ e 0 &
Make sure that the number you choose is S T
not in use on the network. Defaul galenay [ERCE
) hbtain DNE seven addiess automatically
Set the Default Gateway to be the —{* Use the following DNS server addiessess——————————————————
Preferred DMS server: 192 168 . 0 1
Same ?fgt;ié_gg ]I-)P address Of your Alternate DNS server: 4 2 2 2
router . .0.1).
Advanced
Set the Preferred DNS server to be the o

same as the LAN IP address of your
router (192.168.0.1).

The Alternate DNS server is not needed or enter a DNS server from your ISP.

Click OK twice. You may be asked if you want to reboot your computer. Click

Yes.

How can | assign a Static IP
Address in Windows 98/Me?

Step 1 From the desktop, right-click on the
Network Neigborhood icon (Win ME - My

Network Places) and select Properties

Highlight TCP/IP and click the Properties
button. If you have more than one adapter,
then there will be a TCP/IP “Binding” for
each adapter. Highlight TCP/IP > (your
network adapter) and then click

Properties.

Network
Configuration | Identficatian | Aceess Conirol |

The following network components are installed

Client for Microsoft Metworks
D-Link DFE-530TX PCI Fast Ethernst Adapter [Rev A]

Fuopeties |

Femove |

add. |

Primary Network Logon:

[l for Microsaft Metworks =l
Ele and Fiint Sharing...
Dieseription
TEPAR is the protocol you use to connect to the Intemet and
nide-area netwarks.
oo

106



Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static IP Address in Windows

98/Me? (continued)
Step 2 Click Specify an IP Address.

Enter in an IP Address that is on the same
subnet as the LAN IP Address on your router.
Example: If the router’s LAN IP Address is
192.168.0.1, make your IP Address
192.168.0.X where X is between 2-99. Make
sure that the number you choose is not in
use on the network.

Step 3 Click on the Gateway tab.

Enter the LAN IP Address of your router
here (192.168.0.1).

Click Add when finished.

Step 4 Click on the DNS Configuration tab.

Click Enable DNS. Type in a Host (can be
any word). Under DNS server search order,
enter the LAN IP Address of your router
(192.168.0.1). Click Add.

Step 5 Click OK twice.

When prompted to reboot your computer,
click Yes.

After you reboot, the computer will now have
a static, private IP Address.

Step 5 Access the Web management. Open your Web
browser and enter the IP Address of your D-Link device in
the address bar. This should open the log-in page for the

TCP/IP Prapetties

" Dbtein an IP address automatically
& Bpeciyan P addressi

[P Address: 192.168. 0 . 10
Subnet Mask: | 255.255.255. 0

Advanced | Ne®IOS |
n Galeway | WING Configuration | 1P Address

Installed Gateway st wil be the defaul.
twill be the order in which the:

the |
he lst wi

New gatewsy

192.168. 0 . 1 Add

Instaled gateways: |
{ 19216801 FHemave

TCP/IP Properties HE

vvvvv d | NemiDs |
eway | WINS Configuration | IP Address

st [“arything Dgrin |
ver Search Oider
192.168. 0 . 1 Add
73216601 [REEE
Domain Suff: Search Order
A
FlEtiove
3 Cancel

web management. Follow instructions to log in and complete the configuration.
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Frequently Asked Questions (continued)

connection?

How can | setup my DI-808HV to work with a cable modem

Dynamic Cable connection

(i.e. Cox, Adelphia, Rogers, Roadrunner, Charter, and Comcast).

Note: Please configure the router with the computer that was last connected directly

to the cable modem.

Step 1 Log into the Web based configuration by typing in the IP Address of the

router (default:192.168.0.1) in your web browser. The username is admin (all
lowercase) and the password is blank (nothing).

2

ik
Step 2 Click the Home tab and click the
WAN button. Dynamic IP address is the BlEe
default value, however, if Dynamic IP address User namet [ acin v
is not selected as the WAN type, select Password; | |
Dynamic IP address by clicking on the radio e
button. Click Clone Mac address. Click on
Apply and then Continue to save the
changes.

D-Link

BulKimg Networks for Peopie

NAN Settings

® Dynamic IP Address

| Static IP Address
P ——
©
© PPPOE
WAN ] Dial-up Metwork
e O Others
LAN
DHCP Host Mame
MAC Address
—
VPN
Prirnary DNS Address

Secondary DNS Address
MTU
Auto-reconnect

Auto-hackup

Connect to 192.168.0.1

RIX)

DI-808HV
Broadband YPN Router

LT B Advanced | Tools Status Help

Please selectthe appropriate option to connect to yaur ISP,

Chooge this option to obtain an |P addrese automatically
from your ISP, (For most Cable modem users)

Chooge this option to set static IP infarmation provided to
wou by your ISP

Chooge this option ifyour ISP uses PPPOE. (Formost DSL
USers)
To surfthe Internetvia PSTHASDHM.

FPTP and BigPond Cahle.

‘ ‘(Optlumal)
@ lo e o ln U |
poos ]

poos ]

=

@ Enabled O Disabled

O Enabled @ Disabled

R

Apply Cancel Help
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Frequently Asked Questions (continued)

How can | setup my DI-808HV to work with a cable modem
connection? (continued)

Step 3 Power cycle the cable modem and router:

First turn the cable modem off. Then turn the router off Leave them off for 2 minutes.**
Next turn the cable modem on. Wait until you get a solid cable light on the cable
modem, and then turn the router on. Wait 30 seconds.

** |f you have a Motorola (Surf Board) modem, leave off for at least 5 minutes.

Step 4 Follow step 1 again and log back into the web configuration. Click the Status
tab and click the Device Info button. If you do not already have a public IP Address

under the WAN heading, click on the DHCP Renew and Continue buttons.

Static Cable Connection
Step 1 Log into the Web-based configuration by typing in the IP address of the
router (default:192.168.0.1) in your Web browser. The username is admin (all

lowercase) and the password is blank (empty). C““ﬂ’”-““-“-'

S

DI-B08HY

Step 2 Click the Home tab and click the WAN e (g ..

button. Select Static IP Address and enter your Bt |

static settings obtained from the ISP in the fields Dnenentenryposmes
provided.

If you do not know your settings, you must

contact your ISP.
DI-808HV
Broadband VPN Router

Home [UVELTT-TREEE C LY Status Help

I —
Step 3 Click on Apply and then - © preot
click Continue to save the changes. At
Soan .
Step 4 Click the Status tab and =l | e (Cr—
click the Device Info button. Your P e |
IP Address information will be e ;;;ggg%;
displayed under the WAN heading. E
Auto-backup O Enabled ® Disabled
@ © O
Apply Cancel Help
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Frequently Asked Questions (continued)

How can | setup my DI-808HV to work with Earthlink DSL or any
PPPoOE connection?

Make sure you disable or uninstall any PPPoE software such as WinPoet or Enternet
300 from your computer or you will not be able to connect to the Internet.

Step 1 Upgrade Firmware if needed.

(Please visit the D-Link tech support website at: http://support.dlink.com for the latest
firmware upgrade information.)

Step 2 Take a paperclip and perform a hard reset. With the unit on, use a paperclip
and hold down the reset button on the back of the unit for 10 seconds. Release it and
the router will recycle, the lights will blink, and then stabilize.

Step 3 After the Router stabilizes, open your browser and enter 192.168.0.1 into the
address window and hit the Enter key. When the password dialog box appears, enter
the username admin and leave the password blank. Click OK.

If the password dialog box does not come up repeat Step 2.
Note: Do not run Wizard.
Step 4 Click on the WAN tab on left-hand side of the screen. Select PPPoOE.

Step 5 Select Dynamic PPPoE (unless your ISP supplied you with a static IP
Address).

Step 6 Inthe username field enter ELN/username@earthlink.net and your
password, where username is your own username.

For SBC Global users, enter username@sbcglobal.net.
For Ameritech users, enter username@ameritech.net.
For BellSouth users, enter username@bellsouth.net.

For Mindspring users, enter username@mindspring.com.
For most other ISPs, enter username.

Step 7 Maximum Idle Time should be set to zero. Set MTU to 1492, unless
specified by your ISP, and set Autoreconnect to Enabled.

Note: If you experience problems accessing certain websites and/or email issues,

please set the MTU to a lower number such as 1472, 1452, etc. Contact your ISP for
more information and the proper MTU setting for your connection.
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Frequently Asked Questions (continued)

How can | setup my DI-808HV to work with Earthlink DSL or any
PPPoE connection? (continued)

Step 8 Click Apply. When prompted, click Continue. Once the screen refreshes,
unplug the power to the D-Link Router.

Step 9 Turn off your DSL modem for 2-3 minutes. Turn back on. Once the modem
has established a link to your ISP, plug the power back into the D-Link Router. Wait
about 30 seconds and log back into the router.

Step 10 Click on the Status tab in the web configuration where you can view the
device info. Under WAN, click Connect. Click Continue when prompted. You should
now see that the device info will show an IP Address, verifying that the device has
connected to a server and has been assigned an IP Address.

Can | use my DI-808HV to share my Internet connection provided by
AOL DSL Plus?

In most cases yes. AOL DSL Plus may use PPPoE for authentication bypassing the
client software. If this is the case, then our routers will work with this service. Please
contact AOL if you are not sure.

To set up your router:

Step 1 Log into the Web-based configuration (192.168.0.1) and configure the WAN
side to use PPPoOE.

Step 2 Enter your screen name followed by @aol.com for the user name. Enter your
AOL password in the password box.

Step 3 You will have to set the MTU to 1400. AOL DSL does not allow for anything
higher than 1400.

Step 4 Apply settings.

Step 5 Recycle the power to the modem for 1 minute and then recycle power to the
router. Allow 1 to 2 minutes to connect.

If you connect to the Internet with a different Internet Service Provider and want to use
the AOL software, you can do that without configuring the router’s firewall settings.
You need to configure the AOL software to connect using TCP/IP.

Go to http://www.aol.com for more specific configuration information of their software.
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Frequently Asked Questions (continued)

| have two DI-808HV Routers, how can | set them up to work with
each other?

Step 1 Log into the web based EeffeRtRErRITHN
configuration of the router by typing in

the IP address of the router (default: @-ﬁ

192.168.0.1) in your web browser. By 1'5.1 i

default the username is admin and there

is no password. DI-B08HY
User name: admin v|
Password: | |

[ Jremember my password

[ [0]9 H Cancel J

Step 2 Click the VPN button on the left

= DI-808HV
column, select the checkbox to Enable Broadband VPN Router
the VPN, and then in the box next to Max. B
number of tunnels, enter the maximum — e
numbers of VPN tunnels that you would i
like to have connected. - =
I:l ; Tunnel Name: |
g ; |
s 1
—-—
VPN s I
ngn f )
2 9 0
Apply Cancel Help

Step 3 In the space provided, enter the
Tunnel Nam_e for ID number 1, select IKE, Eais JROLcocHV
and then click More.

Home [UCUELTET RSN (1IE Status Help
VPN Settings
ttem Setting
VPN Enable
NetBIOS broadcast [ Enable
Max. number of tunnels [0
) Tunnel Name Method
1 [ |
: I
3 L |
4 [ |
5 [ we v [ere
— \ e )
Previous page ][ Nex poge
(_yreri veNSeltings._] [ L27P Serverseting. ] [__PPrP serverseting_|
Apply Cancel Help
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Frequently Asked Questions (continued)

each other?(continued)

| have two DI-808HV Routers, how can | set them up to work with

Step 4 Inthe Local Subnetand Local
Netmask fields enter the network

D-Link

Bunang Networks for Peope

identifier for the local DI-808HV's LAN (S avanced
and the corresponding subnet mask. — ;
lott
'T Local Netmask

Remote Subnet
Remote Netmask
Remote Gateway
Preshare Key

IKE Proposal index

IFSec Proposal index

Step 5 In the Remote Subnet and
Remote Netmask fields enter the
network identifier for the remote DI-
808HV’'s LAN and the corresponding
subnet mask.

tings - Tunne

item
Tunnel Name
Aggressive Mode
Local Subnet
Local Netmask
Remote Subnet
Remote Netmask
Remote Gateway
Preshare Key
IKE Praposal index

IPSec Proposal index

Step 6 In the Remote Gateway field
enter the WAN IP address of the remote
DI-808HV and in the Preshare Key field,
enter a key which must be exactly the
same as the Preshare Key that is
configured on the remote DI-808HV.

D-Link

Butimg Networks for eope

Tunnel Name

Aggressive Mode

VPN

Local Subnet

Local Netmask

Remele Subnet

Step 7 CIle Apply_ Remote Netmask
Remete Gateway

Prashare Key

IKE Proposal index

IPSec Proposal index

Home [LUIELLET RS fIES Status Help

Home [UIELLLL

DI-808HV
Broadband VPN Router

Tools Status Help

Setting

BT

pssassasen |

Select KE Proposal
Select PSes Proposal

O OO

Back Apply Cancel Help

DI-808HV

Broadband YPN Router

Setting

[15218800

[rsasszsso |
[1321

0

memezEn |

Select IKE Proposal

Select Pec Proposal

[CI <]

Back Apply Cancel Help

DI-808HV
Broadband VPN Router

Status Help

Tools

Setting

1204507 ]
S I Proposa
Seiec Pec Proposal

Q@ v O

Back Apply Cancel Help
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Frequently Asked Questions (continued)

each other? (continued)

| have two DI-808HV Routers, how can | set them up to work with

Step 8 The device will restart. Click on
the Continue button.

D-Link

Buliimg Networks for Peopie

DI-808HV
Broadband VPN Router

The devive is restarting

| contiaa]

D-Link

Bubag Netwrks 1o Peopie

Step 9 Click on Select IKE Proposal.

Home [LUIELUED
B VPN Settings - Tunnel 1
g
tem
Tunnel Narme
e — Aggressive Made
P Local Netmask
WAN
Remote Subnet
f———
Remote Netmask
Remote Gateway
Preshare Key

VPN

IKE Proposal index

IPSet Proposal index

Step 10 Enter aname for proposal ID @B F1i1'S
number 1 and select Group 1, 2, or 5
from the DH Group dropdown menu.
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VPN Setting:
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e
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114



Frequently Asked Questions (continued)

| have two DI-808HV Routers, how can | set them up to work with
each other?(continued)

Step 11 Select DES or 3DES as the @rgBiils T

Encryption Algorithm. Broadband VPN Router
[T 3 Advanced | Tools Status Help

Set IKE
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Step 13 Enter a Lifetime value of 2800
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the unit for the lifetime value. b ——

Tools Status Help

Home [LUIELLLL

R VPN
==
Htem
IKE Proposal index
e ID Praposal Name DHGraup  Encrypt algorithrn Auth algarithrn Life Tirme Life Time Unit
- | [Mermnd | [om1 V] [we ] [swM] [mw ] (s ¥
o ows b [
[oon®] [ ]
Enr |
ven [z o
L]
-
]
L]
a1 1D - select one - | [Addito |




Frequently Asked Questions (continued)

| have two DI-808HV Routers, how can | set them up to work with
each other? (continued)

Step 14 Select 1 out of the Proposal B Erta’e

ID dropdown menu and click Add To, [EE— bt
which will add the proposal that was just Home LN N T R
configured to the IKE Proposal Index. gy | =

Cllck Apply, IKE Fropasal index
wumn
e
o

KE Proposal

ID Proposal Name DH Group  Encrypt algorithm Auth algorithm Life Time  Life Time Unit

e
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I
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Back Apply Cancel Help

Step 15 The device will restart. Click By e
on the Continue button.Then click Back. [ CWRRLY

Proposal D |

Step 16 Click on Select IPSec Br3fR
Bulsing Necwrts or Feope DI-808HV
Proposal.

Broadband VPN Router
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Frequently Asked Questions (continued)

each other?(continued)

| have two DI-808HV Routers, how can | set them up to work with

Step 17 Enter a name for proposal ID
number 1 and select Group 1, 2, 5, or
None from the DH Group dropdown
menu. =

Wizard
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LAN

DHCP
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Step 18 Select ESP or AH as the ByS#INS
Encapsulation Protocol.
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Step 19 Select DES or 3DES as the
Encryption Algorithm.
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Frequently Asked Questions (continued)

each other? (continued)

| have two DI-808HV Routers, how can | set them up to work with

Step 20 Select SHA-1, MD5, or None
as the Authentication Algorithm. Broadband VPN Router

Step 21 Enter a Lifetime value and then
either select Sec. or KB as the unit for
the lifetime value.

Step 22 Select 1 out of the Proposal
ID dropdown menu and click Add To,
which will add the proposal that was just
configured to the IPSec Proposal Index.
Click Apply and the device will restart.

BuaNg Networ s Tor Feople

D-Link

Buang Networks o Peapie

4

Wizard

|

WAN

i

[

DHCP

VPN

Home [LUIETTET Tools Status

VPN Settings - Tunnel 1 - Set IPSEC Proposal

fem Setting
IPSec Proposal index R=rm

Proposal Encap  Enont  Auh
2 Nami A T

o |
i

2 e ¥ [y [
0L e o [
L N
3 — N
S —

T e ] [ee ] [wes v
L3 I—|

L —|
Wl |pew v [yl (@

ProposalIp| - sskctone — v | Proposal index

i

il

DI-808HV
Broadband VPN Router

LGS Advanced | Tools Status

PN Sedin nel 1 - Set IPSEC Propesal
tem Setting

IPSec Proposal index Emety -

Proposal Encap Encrypt Auth
2 Nami DHOIOU pigtocal — aigortm  algoritm

B
B
Bl

1 [pses Proposal

ExX

fe®E ]
oes v e 9] 0]

[ross ]
B
o
[ v
¥ Y [@EY b

[~ seectane — /| (Ao ] proposa index

ProposaliD |- =

2]
<

@
<

Nane

]

<=

Help

Life Time.

— B
mi
<

[2][8]
5 =

BIRIEIGIRIE
NGNS

3
&

Help

nit
=

7
I
2= =

[¢][%][g]
LARES

]
<

1[‘
<

r
|

)
<

Broadband VPN Router
L7 CE Advanced | Tools Status LET
VPN Setting nel 1 - Set IPSEC Proposal
fem Setting
IPSet Proposal index Emety -
Proposal Encap Encrypt Alth Life Life Time
0 hame PHOMU biotocol  algoritm algoritm  Time

1 [IPsec Proposal |

i

9 Ey [meY [
==
[ ]
EEl
==
=
EE Nl

i

i

¢

i

i

Proposal1D [HEMMNNE - | Proposal index

<

e

)l

118




Frequently Asked Questions (continued)

| have two DI-808HV Routers, how can | set them up to work with
each other?(continued)

Step 23 Follow these instructions to configure your other DI-808HV using the exact
same settings for the IKE Proposal and the IPSec Proposal. Also make sure that
Step 4 is configured to reflect the LAN settings for what is now the Local DI-808HV
and that Steps 5 & 6 are configured to reflect the Subnet and WAN IP of what is now
the remote DI-808HV

Step 24 To establish the connection, open a command prompt and ping an IP
address of a computer on the remote LAN. Once you receive replies the tunnel has
been established.

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?

You need to first configure your DI-808HV router.

Step 1 Log into the Web-based REfiESE RS HIE]
configuration of the router by typing in =) )
E

the IP address of the router (default: o ._}’Q.\
192.168.0.1) in your web browser. By | |
default the username is “admin” and there
is no password. DI-508HY
Lser name: Iﬂ admin "J

Password; | |

[Jremember my password

[ Ok l [ Cancel

Step 2 Click the VPN button on the left
column, select the checkbox to Enable
the VPN, and then in the box next to
Max. number of tunnels, enter the
maximum numbers of VPN tunnels that
you would like to have connected.
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Frequently Asked Questions (continued)

(continued)

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?

Step 3 Inthe space provided, enter the
Tunnel Name for ID number 1, select IKE,
and then click More.

Step 4 Inthe Local Subnet and Local
Netmask fields enter the network
identifier for DI-808HV's LAN and the
corresponding subnet mask.

Step 5 In the Remote Subnet and
Remote Netmask fields enter the
network identifier for the DI-804V or DI-
804HV’s LAN and the corresponding
subnet mask. Click Apply.

Wizard

[iR¢

WAN

LE

DHCP

VPN

D-Link

e
| W ;

LAN

DHCP

[

VPN

\
\ iy

Wizard

B

WAN

LAN

[E

DHCP

DI-808HV
Broadband VPN Router
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Previous page [ Next page
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Frequently Asked Questions (continued)

(continued)

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?

Step 6 The device will restart. Click on
the Continue button.

Step 7 In the Remote Gateway field
enter the WAN IP address of the remote
DI1-804V or DI-804HV and in the
Preshare Key field, enter a key which
must be exactly the same as the
Preshare Key that is configured on the
DI-804V or DI-804HV.

Step 8 Click Apply and then click on
Select IKE Proposal...

Step 9 Enter a hame for proposal 1D
number 1 and select Group 2 from the
DH Group drop down menu.

Step 10 Select 3DES as the
Encryption Algorithm and SHA-1 as the
Authentication Algorithm.

Step 11 Enter a Lifetime value of 28800
and then select Sec. as the unit for the
lifetime value.
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?
(continued)

Step 12 Select 1 out of the Proposal ID

dropdown menu and click Add To, which [ alod
will add the proposal that was just (T W Advanced | Tools | Status _ Help
configured to the IKE Proposal Index. o |
Click Apply.
™ wan
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Step 13 The device will restart. Click W% #a's
. s s ot o DI-808HV
on the Continue button. Broadband VPN Router

The device is restarting

Step 14 Click Back and click on —

Select IPSec Proposal.

Step 15 Enter a name for proposal ID
number 1 and select None fromthe DH  »3 Fii1'S
Group drop-down menu. Lot 8
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Frequently Asked Questions (continued)

(continued)

Step 17 Select 3DES as the

Encryption Algorithm and MD5 as the
Authentication Algorithm. Click Apply.

Step 18 Enter a Lifetime value of 3600
and then select Sec. as the unit for the

lifetime value.

Step 19 Select 1 out of the Proposal
ID dropdown menu and click Add To,

which will add the proposal that was

just configured to the IPSec Proposal

Index. Click Apply. The device will

restart. Click on the Continue button.
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Frequently Asked Questions (continued)

(continued)

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?

Next you need to configure the DI-804V or DI-804HV Router.

Step 1 Access the router’s web configuration by entering the router’s IP address in
your web browser. The default IP address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

Step 2 Click on Basic Setup and then select Device IP Settings on the left.

Step 3 Change the LAN IP address so
that it is on a different subnet than the
LAN of the DI-808HV.

Step 4 Click Next until you reach the
Save & Restart screen. Click Save &
restart and then click Basic Setup once
until the unit has rebooted.

Step 5 Click on VPN Settings.

Step 6 Name your VPN connection and
click ADD.

Step 7 In Remote IP Network and
Remote IP Netmask fields enter the
network identifier and corresponding
subnet mask of the DI-808HV’s LAN.

Step 8 Inthe Remote Gateway IP field
enter the WAN [P address of the DI-
808HV and make sure that the Network
Interface is set to WAN Ethernet.

D'Link VPN Router

DEVICE DEVICE ADVANCED  SYSTEM L. .o
INFORMATION  STATUS SETTINGS TOOLS

DEVICE LAN IP SETTINGS

Main menu

TIME SETTINGS

The device LAN IP address and subnet Mask settings
DEVICE IP
SETTINGS

1P Address: [192 166 1 1
CABLE/DSL
Sl RNy 1P Subnet Mask: [2585  [255  [255 |0

ISP ADDITIONAL
SETTINGS
Shopem gitpo |NEqE
VBN _—

SETTINGS MOTE: Please click ‘Next' to accept the settings.

SAVE & RESTART

Copyright ©& 2000

VPN Router
DEVICE DEVICE m ADVANCED  SYSTEM | ...

INFORMATION  STATUS SETTINGS TOOLS

VPN SETTINGS

Connection Name INewVPN ADD

D-Link

Main menu

TIME SETTINGS

DEVICE IP
SETTINGS

GABLE/DSL
ISP SETTINGS

ISP ADDITIONAL
SETTINGS

MODEM
SETTINGS

SAVE & RESTART

Copyright @ 2000

Step 9 Verify that Secure Association is set to IKE and that Perfect Forward Secure is

Disabled.
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Frequently Asked Questions (continued)

(continued)

How can | set up my DI-808HV to work with a DI-804V or DI-804HV Router?

Step 10 Verify the Encryption Protocol
is set to 3DES and enter in your
Preshared Key.

Main menu

I

| TIME SETTINGS

Note: The Preshared Key needs to be
identical to the one configured on the
DI-808HV.

| caBLEDSL
| SETTINGS

| mopEm
| SETTINGS

VPN
SETTINGS.

-
| SAVE & RESTART

Step 11 Leave the Key Life and IKE Life
Time values at their default levels and click
SAVE.

Step 12 Click Next and then click on
Save & Restart

DEVICE
STATUS

(ANCED SYSTEM
NGS TOOLS

¥PN SETTINGS

Connection Name

Local IPSEC Identifier

IN ew' VPN
ILDcaI

Remote IPSEC Identifier IRgmmE

Remote IP Network
Remote IP Netmask
Remote Gateway IP

Network Interface

Secure Association
Perfect Forward Secure
Encryption Protocol
PreShared Key

Key Life

IKE Life Time

EE
[ess_ 55 fess
oo fio

AN ETHERMET *

17

& |KE © Manual

€ Enabled @ Disabled
[oEs =]
[EEE

[z600 Seconds
[essan Seconds

Save

SAVE & n:a‘mn'rj

After you have configured both routers, you need to establish a connection.

Step 1 Open a command prompt and
from a computer on the internal LAN of
the DI-808HYV and ping the IP address of
a computer that is on the internal LAN
of the DI-804V or DI-804HV, or vice
versa.

Step 2 Once you begin to receive
replies, the VPN connection has been
established.
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Frequently Asked Questions (continued)

How can | set up my router to work with a DI-804V or DI-804HV router?
(continued)

Step 3 To view the Status of the VPN
on the DI-804V or DI-804HYV, click on
Device Status.

D-Link VPN Router

BASIC  ADVANCED = SYSTEM | g p
INFORMATION SETUP  SETTINGS  TOOLS

DEVICE STATUS

Main menu

WAN Ethernet Cable/xDSL Modem

Step 4 From the Device Status screen
click on VPN Status.

Step 5 When the VPN has been
established the Status will be Active.

Modem Dialup:

Device 1P

LN Modem Backup

VPN STATUS
WAN Ethernet: o Connection Active
Asynchronous:  No Connection Active

DHCP LOG
LAN [P 192.168.0.100 . MAC: 00:50:8A:C9:ES:3C

Copyright @ 2000

How can | set up my DI-808HV to work with a DFL-300 Firewall?

You need to first configure your DI-808HV router.

Step 1 Log into the web based configuration of the router by typing in the IP address of
the router (default: 192.168.0.1) in your web browser. By default the username is “admin”
and there is no password.

Step 2 Click the VPN button on the left column, select the checkbox to Enable the

VPN, and then in the box next to Max. number of tunnels, enter the maximum numbers
of VPN tunnels that you would like to have connected.
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?
(continued)

Step 3 Inthe space provided, enter the B2E I
B e DI-808HV

Tunnel Name for ID number 1, select IKE, Broadband VPN Router
and then C“Ck MOI’e LT I Advanced | Tools Status Help
- WPN o Enable s
NelBIOS broadcast [ Enabl
il
—

]
*
o
L
o om e ow =B

)
@ O O

Apply Cancel Help

Step 4 Inthe Local Subnetand Local [ByE i
Netmask fields enter the network [ DESOBHV

Broadband VPN Router

identifier for DI-808HV's LAN and the P Advanced | Tools | Status | Help

corresponding subnet mask. V
tem Setting
Tunnel Name [newven |
Fe Aggressive Mode Cenable
Local Subnet [1m21800 |
— Local Netmask [rss 285250 |

Remote Subnet

Remote Netmask

i
Remote Gateway ]
P oShce Freshare Key |
i sl nex
veN st Froposal index

<] [
Back Ap

ply Cancel Help

Step 5 In the Remote Subnet and
i -808HV
Remote Netmask fields enter the RRLd

network identifier for the DFL-300"s T Advanced | Tools | Status | Help
Internal interface and the corresponding V

tem Setting
subnet mask. Tunel Name o]
Aggressive Mode CEnable
Wizard e
Local Subnet 18218800
T Local Netmask [pss2ss 250 |
WAN —
Rermate Subnet [1s: ]
-
AN Remote Netmask [2s5255.2550 |
Rermots Gateway [ ]
DHCP Preshars Key [
veN PSes Propssal Index

Qoo

Back Apply Cancel Help
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?
(continued)

Step 6 In the Remote Gateway field

A,

TSR DI-808HV
enter the WAN [P address of the remote bl
DFL-300 and in the Preshared Key field, I Advanced | Tools | Status | Help
enter a key which must be exactly the L
same as the Preshared Key that is
configured on the DFL-300.

’W Local Netmask ‘

Step 7 Click Apply. The device will [l | == =
restart. Click on the Continue buttonand =~ gzl | = [ —
. IKE Proposal index
then click on Select IKE Proposal.
Q@ v O
Back Apply Cancel Help

Step 8 Enter a name for proposal ID number 1 and select Group 2 from the DH Group
dropdown menu.

Step 9 Select 3DES as the Encryption Algorithm and SHA-1 as the Authentication
Algorithm.

Step 10 Enter a Lifetime value of 28800 S

) Ll T
and then select Sec. as the unit for the B
lifetime value. P Advanced | Tools | Status | Help
N /-/— Item Setting
IKE Proposal index Cerey - |
=l [
e ID Proposal Name DHGroup  Encryptalgoritim  Auth algarithm  Lite Time: Lite Time Unit
1 [kEr = 7 500 /|

[sar ] oo | [se
[

EE

g

e

3

HEE

oWy b ] [

Qv woO

Back Apply Cancel Help

allD | - select ane - v
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Frequently Asked Questions (continued)

(continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?

Step 11 Select 1 out of the Proposal
ID dropdown menu and click Add To,
which will add the proposal that was just
configured to the IKE Proposal Index.
Click Apply. The device will restart. Click
on the Continue button and then click
Back.

Step 12 Click on Select IPSec
Proposal.

Step 13 Enter a name for proposal ID
number 1 and select None from the DH
Group dropdown menu.

item
IKE Proposal index

o | [oowz 8]
| [t v

Advanced

Set IKE Proposal

Praposal Name DH Group  Encrypt algorithm  Auth algorithm Life Time. Life Time Unit

DI-808HV
Broadband VPN Router

Tools Status Help

Setting

==
| e

[s0es ]
B

E

s ] [ |
wd F ] =9
Proposalin (MMM  |[ 23010 | proposal index

Qv v O

Back Apply Cancel Help

Step 14 Select ESP as the Encapsulation Protocol.

Step 15 Select 3DES as the Encryption Algorithm and MD5 as the Authentication

Algorithm.

Step 16 Enter a Lifetime value of 28800
and then select Sec. as the unit for the
lifetime value.

D-Link
g Networi or eope DI-808HV
Broadband VPN Router

Home [LUIELLLD

item
IKE Praposal index

ID Proposal Name DH Group

1 [keprpos 1]

Proposal b 1

Eneryptalgarithm Auth algoritim Life Time Life Time Unit

Tools Status Help

Setting

1

| | [

EEIEIE
mm!mm
< &) 2] =

g
i
el

g8
il
2=

g
[
&)

I
|5
[

e
Back 4p




Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?
(continued)

Step 17 Select 1 out of the Proposal
DI-808HV

ID dropdown menu and click Add To, [ Broadband VPN Router
which will add the proposal that was just [LL I Advanced | Tools | Status | Help
configured to the IPSec Proposal Index. = -
Click Apply and then click Restart. W‘
=l -
™ wan ID Froposal Name DH Groun  Enerymt algarithm  Auth algorithm. Life Time Life Time Uit
LaN [ v]  [swiv] [ [s= ¥
DNCP % wJ ‘
VPN \%}
0es |
=)
Proposal|1 v Proposal index

Step 18 The device will restart. Click @yZ it

on the Continue button. MR DLECEHY

Broadband VPN Router

The device is restarting

| contins]

Next you need to configure the DFL-300 firewall.

Step 1 Access the configuration
screen of the DFL-300 by opening a
web browser such as Internet Explorer
and type the IP address of the DFL-
300 inthe address bar (192.168.1.1).

DFL-300
Office Firewall o

 Transparent Mode

& NATMods

1P Addesss fsvseny
Netmask R

© PPPOE [ADSL Liser]
 Dynamic 12 Address (Cable Modam User)
 Stabic IP Address

1P addness foramam

Step 2 Enter the username (admin)

and the password (admin). Click OK. o

Step 3 Click on Configuration and take i ——

note of the IP address that your ISP has cena e
T

assigned you.
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?
(continued)

Step 4 Click on Policy and verify that

you have an Outgoing policy configured. Office Firewall

|

If not, click on New Entry, accept the piol Scurce DestinationSericectonl Opion enfgurel v |
) 1 Inside_Any Outside Ay ANY ) |

default values, and click OK.

[Somics |

|

e ——]

Dutgoing

Incomin

External To DMZ

DME Ta Intasmal

Step 5 Click on VPN and then click o gy e G BT R
New Entry.

Hw Entry
Step 6 Give the VPN connection a name with no spaces.
Step 7 Enter the network identifier and subnet mask of the Internal interface.

Step 8 In the To Destination section, select either Remote Gateway—Fixed IP or
Remote Gateway—Dynamic IP. Enter the WAN IP address of the DI-808HYV if Remote
Gateway—Fixed IP is selected.

Step 9 Enter the network identifier corresponding subnet mask of the DI-808HV’s LAN.

Step 10 Enter a Preshared Key. The Preshared Key needs to be identical to the one
configured on the DI-808HV

Step 11 Select Data Encryption and Authentication as the Encapsulation and click
OK.
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Frequently Asked Questions (continued)

How can | set up my DI-808HV to work with a DFL-300 Firewall?
(continued)

Office Firewall

| Adminisiraiion |
m Mane ira'sPH

| Adbdrews | From Source & |mbermal L

Subnet/ Mask Rz 1661 10 | TR
% To Destnation

_ 7 Remate Gabewey - Fixed P

Ausehiry B Subnet | Magk 192 16E0.0 55 25525510
m ™ Remote Gateway — Dhmamic 1P
Subnet | Mask | | ]
T Remate Chart - Fixed P or Dymamic P
Authentication Methed [Freshem =]
EETE Preshared Hey T
E Encapsulation

& Data Encryplion + Authentication
™ Autherntication Dnly
I Perfect Forward Secrecy

FSec Lifetime HED Seconds

O, I Carcal

After you have configured both the router and firewall, you need to establish a
connection.

Step 1 Open a command prompt and
from a computer connected to the Inter-
nal interface of the DFL-300 and ping the
IP address of a computer that is on the
internal LAN of the DI-808HYV, or vice
versa.

#8188 with 32

Fing

g

Step 2 Once you begin to receive replies, the VPN connection has been established.
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Frequently Asked Questions (continued)

How do | open ports on my DI-808HV?

To allow traffic from the internet to

enter your local network, you will s DI-808HV
Broadband VPN Router
need to open up ports or the router [ Home T TIRpstatus | Help
will block the request. = |
v OEnabled O Disabled .
Step 1 Open your Web browser and -
enter the IP Address of your D-Link P pavitas po @l
router (192.168.0.1). Enter username
(admin) and your password (blank by e 5
default). " ‘ ,
) =l 2900

. DDNS
Step 2 Click on Advanced on top :

. . Routing 0.0.00 TCP21/21  always [E)]
and then click Virtual Server on the iH
left side. tore Lo 3%5

e 20
Step 3 Check Enabled to activate
entry.

Step 4 Enter a name for your virtual server entry.

Step 5 Next to Private IP, enter the IP Address of the computer on your local
network that you want to allow the incoming service to.

Step 6 Choose Protocol Type - either TCP, UDP, or both. If you are not sure, select
both.

Step 7 Enter the port information next to Private Port and Public Port. The private
and public ports are usually the same. The public port is the port seen from the WAN
side, and the private port is the port being used by the application on the computer
within your local network.

Step 8 Enter the Schedule information.
Step 9 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled. If DMZ is enabled, it will disable all Virtual
Server entries.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer
and then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What is DMZ?

Demilitarized Zone:

In computer networks, a DMZ (demilitarized zone) is a computer host or small
network inserted as a neutral zone between a company’s private network and the
outside public network. It prevents outside users from getting direct access to a
server that has company data. (The term comes from the geographic buffer zone that
was set up between North Korea and South Korea following the UN police action in
the early 1950s.) ADMZ is an optional and more secure approach to a firewall and
effectively acts as a proxy server as well.

In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to
Web sites or other companies accessible on the public network. The DMZ host then
initiates sessions for these requests on the public network. However, the DMZ host is
not able to initiate a session back into the private network. It can only forward packets
that have already been requested.

Users of the public network outside the company can access only the DMZ host. The
DMZ may typically also have the company’s Web pages so these could be served to
the outside world. However, the DMZ provides access to no other company data. In
the event that an outside user penetrated the DMZ hosts security, the Web pages
might be corrupted but no other company information would be exposed. D-Link, a
leading maker of routers, is one company that sells products designed for setting up

aDMZ

How do | configure the DMZ Host?

The DMZ feature allows you to forward all incoming ports to one computer on the local
network. The DMZ, or Demilitarized Zone, will allow the specified computer to be
exposed to the Internet. DMZ is useful when a certain application or game does not
work through the firewall. The computer that is configured for DMZ will be completely
vulnerable on the Internet, so it is suggested that you try opening ports from the
Virtual Server or Firewall settings before using DMZ.

Step 1 Find the IP address of the computer you want to use as the DMZ host.
To find out how to locate the IP Address of the computer in Windows XP/2000/ME/9x

or Macintosh operating systems please refer to Step 4 of the first question in this
section (Frequently Asked Questions).
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Frequently Asked Questions (continued)

How do | configure the DMZ Host? (continued)

Step 2 Log into the web based configuration
of the router by typing in the IP Address of the
router (default:192.168.0.1) in your web
browser. The username is admin (all
lowercase) and the password is blank

(empty). DI-308HY

Connect to 192.168.0.1

User name: | € admin - |

Password: | |

] remember my password

[ 0K H Cancel ]

Step 3 Click the Advanced tab and then click on the DMZ button. Select Enable
and type in the IP Address from step 1.

D-Link
Bulamg Networks 1or Peapie DI-808HV
. Broadband YPN Router
g:(? ?h gnc(.ljlglri ﬁr?tﬁ)leyto m Advanced [R{TIH Status Help
save the changes ;wﬂ"‘) E?;;;;%(Femilnarized Zone) is used to allow a single cormputer on the LAN to be exposed to
NOte: When DMZ iS O Enabled @ Disabled

Virtual Server IF Address 192.168.0, |

enabled, Virtual Server
settings will still be AppHcution 9 O O
effective. Remember, Apply Cancel Help
you cannot forward the
same port to multiple Firewall

IP Addresses, so the

Virtual Server settings
will take priority over DDNS

DMZ settings. Routing

Filter

il

LEE

DMZ
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Frequently Asked Questions (continued)

How do | open a range of ports on my DI-808HV using Firewall rules?

Step 1 Access the router’s web configuration by entering the router’s IP Address in
your web browser. The default IP Address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

If you are having difficulty accessing web management, please see the first question
in this section.

Step 2 From the web management Home page, click the Advanced tab then click
the Firewall button.

Step 3 Clickon ) Rﬁmllw‘ulk!i}mrkw DI-808HV

Enabled and type in a Broadband VPN Router

name for the new rule. [ Home FYVEYPFN Tools | Status Help

Fwe‘waH“éulEs can be used to allow or deny traffic from passing through the DRFS08HY.

Stehp 4S-ChOOSe V:;AN OEnabled O Disabled

as the Source an Name [fE

enter arange of IP min Calow ODeny

Add t th Interface  IP Start IP End Frotocol  Port Ranoe

! resses outon e Application Source B ‘ i |

internet that you would bestration [ @ [ ] [ | =@ [N ]

like this rule applied W Seheculs Omweys

to. If you would like P O From Zn;m V’E‘I_DD{_S:;T};‘:‘””_‘_"ED“__‘:|

this rule to allow all T

. l_ v

internet users to be A?ly cﬁe| E?;p

able to access these -y

pOTtS, then put an Action Narme ; Source Destination Protacal

Asterisk in the first Routing Allgw Allow 10 PIng WWAN port YUAN,™ LAN,192.168.0.1 IGMP,* L-}_“I

box and leave the — gt s Y
b Allow Default AN SA8216801 ** ]

second box empty.

Step 5 Select LAN as the Destination and enter the IP Address of the computer on
your local network that you want to allow the incoming service to. This will not work

with a range of IP Addresses.
Step 6 Enter the port or range of ports that are required to be open for the incoming
service.

Step 7 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer

and then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What are virtual servers?

A Virtual Server is defined as a service port, and all requests to this port will be
redirected to the computer specified by the server IP. For example, if you have an FTP
Server (port 21) at 192.168.0.5, a Web server (port 80) at 192.168.0.6, and a VPN
(port 1723) server at 192.168.0.7, then you need to specify the following virtual server
mapping table:

21 192.168.0.5 X
80 192.168.0.6 X
1723 192.168.0.7 X

How do | use PC Anywhere with my DI-808HV?

You will need to open 3 ports in the Virtual Server section of your D-Link router.
Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).

Step 2 Click on Advanced at the
top and then click Virtual Server

. Sunang Nerwores orpeope DI-808HV
on the left side. et
m Advanced [l Status Help
Step 3 Enter the information as BRI I 0 s o it s e s
seen below. The Private IP is the @Cnatied Obisabes
IP Address of the computer on wivalsart ey o]
your local network that you want P s DS
to connect to. S
Schedule @ Aways
© From W@T‘Eﬁn@@
. . day[Sun (] 0[5 v]
Step 4 The first entry will read as % O 0
shown here: Apply Cancel Help
_ R |
Step 5 Click Apply and then — =
. . 0.0.00 TCP 4437443 always L
C|IC|( Contlnue. 00.00 UDP 53153 always 7]
0000 TCP25125  always 4]
0000 TCR1107110 always 247
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Frequently Asked Questions (continued)

How do | use PC Anywhere with my DI-808HV? (continued)

Step 6 Create a second entry as  [R2#BULLS

Bunng Netwart or Peope DI-808HV
S h Own h e re . Broadband VPN Router
’ m Advanced [ lt Status Help
Virtual Server
Senveris used to allow Internet users access o LAN sevices.
Name [peampaberez ]
Virtual Server Private IP to2teen |
Profocol Type [P %]
Private Port [
Public Part ]
Schedule ® Aways
O From
Step 7 Click Apply and then el cancel, Help
CI'Ck CO nt' nue. e PriatslP Protocsl Sehedule
Vittual Sener FTP 0000 TCRIIT  always El7)
Vittual Sener HTTR 0000 TCRBO/B0  always £l
Vitual Sener HTTPS 0000 TCP 4431443 always £l
Virtual Sewer DNS 0000 UDP 53153 always Ej7)
Virtual Sener SHTP 0000 TCP25/25  always El7)
Vittual Sewer POP3 0000 TCPU0IT10 always El7)
Vittual Sener Telnet 0000 TCP23I23  always El7)
1Pgec 0000 TCPS00IS00 always E]7)
PPTP 0000 ToETE aways eV
DCS1000 0000 Both80/80  always Ej)
nestnnn nann Both 8481/ s [Eh ]

Step 8 Create a third and final

entry as shown here: D-Link DI-808HV
Broadband VPN Router

m Advanced [ 15 Status Help
. ver
o wal Server is used to allow Inferet users access fo LAN services
v @Enables O Disabled
Name [pcanywheres ]
Virtual Server Private IP Y |
— Protocol Type  [1cP v
Private Port [
Public Port (|
Schedule ® awars
Apply Cancel Help
Hual Server List
Name PrivatelP  Protocal Schedule
- Virtual Server FTP 0000 TCPHIN  always E]7]
Virtual Server HTTP 0000 TCPBOIED  atways E)]
Virtual Server DNS 0000 UDP53/83  always [EL7]
Virtual Server SHTP 0000 TCP25/25  atways [E17]
Virtual Server POP3 0000 TCP110/110 atways [217]
Virtual Server Telnet 0000 TCP23123  always [ELT]
=1 0000 TCP 5004500 always Ef]
Step 9 Click Apply and then soso T awo L
. . p— 0800 momsore aiwas 2
click Continue. mesionn wnnn BORBTE ET

Step 10 Run PCAnywhere from the remote site and use the WAN IP Address of the
router, not your computer’s IP Address.
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Frequently Asked Questions (continued)

How can | use eDonkey behind my DI-808HV?

You must open ports on your router to allow incoming traffic while using eDonkey.

eDonkey uses three ports (4 if using CLI):

4661 (TCP) To connect with a server

4662 (TCP) To connect with other clients

4665 (UDP) To communicate with servers other than the one you are connected to.
4663 (TCP) *Used with the command line (CLI) client when it is configured to allow
remote connections. This is the case when using a Graphical Interface (such as the

Java Interface) with the client.

Step 1 Open your web D-Link

browser and enter the IP it Nerworis o Fope DI-808HV
Address of your router Broadband VPN Router
(192.168.0.1). Enter | Home WUEIETTE Tools | Status Help
username (admln) and 2 e e FWEWE"IRLHEE". can be used to allow or deny traffic from passing through the DI-BOSHY.
)é?urkr;assword (leave - @ Enabled O Disabled
ank). Name [edonkey |
\nmulsmer Action ® Allow O Den i
. - IntEJ::BE \F’DSIQ; IP End Protacal Port Ranga
Step 2 Click on = s il 10 |
Advanced and then Destination LN ~| [1921680100 | [ | [rcp v| | ae61.| 4665
. . ilter

click Firewall. Sehectle awas

ey © From T\mf;_nn v ;

day| Sun_ ¥ ta|Sun |
Step 3 Create anew 9 OO0
firewall rule: Apply Cancel Help
Click Enabled. i
Action Name Source Destination Protocal

Enter a name (edonkey). v Ao Ao 1o PIng WA por N Lan 1921880 1 P> E] ]
Click Allow.  Deny Defaut Ahess F E]]
Next to SOUrce, select - v Allow Defaut AN 19216801 *F E]]
WAN under interface. In
the first box, enter an *.

Leave the second box
empty.

Next to Destination,
select LAN under interface. Enter the IP Address of the computer you are running
eDonkey from. Leave the second box empty. Under Protocol, select *. In the port
range boxes, enter 4661 in the first box and then 4665 in the second box. Click

Always or set a schedule.

Step 4 Click Apply and then Continue.
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Frequently Asked Questions (continued)

How do | set up my DI-808HV for SOCOM on my Playstation 2?

To allow you to play SOCOM and hear audio, you must download the latest firmware
for the router (if needed), enable Game Mode, and open port 6869 to the IP Address of
your Playstation.

Step 1 Upgrade firmware (follow link above).

Step 2 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter username (admin) and your password (blank by default).

Step 3 Click on the Advanced tab and then click on Virtual Server on the left side.

Step 4 You will now create a new Virtual Server entry. Click Enabled and enter a
name (socom). Enter the IP Address of your Playstation for Private IP.

Step 5 For Protocol Type select Both. Enter 6869 for both the Private Port and
Public Port. Click Always. Click Apply to save changes and then Continue
D-Link
Bulding Networks for People Dl_aoaHv
Broadband VPN Router
ST Advanced JRTTE Status Help

T «“/( Virtual Sener \s’usedto allow Internet users access to LAN senvices.
V @ Enabled O Disabled
Mame | socom ]
Virtual Sorver Private P 1ezreen0 |
e Protocol Tyoe | Botn v |
Frivate Fort [eees |
Public Port [6869 ]
Filter :
Schedule @ Aways
- © From 0 o [0 9 [o0 =)
] @90
Apply Cancel Help
=
'_ MName . Private IP Protacol Sehedule
virtual Servar FTP 0.0.00 TCR21/21  always [Edi ]
Wirtual Server HTTP 0.0.00 TCPB0/B0  always [Edil]
bmz Vitual Server HTTPS 00.0.0 TGP 4430443 always E)]
wirtual Server DNS 0.0.0.0 UDP53/53  always [E}]
wirtual Server SMTP 0.0.00 TCR26/25  always ()]
wirtual Server POP3 0.0.0.0 TCP110/110 always )i}
Vitual Server Telnet 00,00 TCP23/23  always E)]
||||| T [ f

Step 7 Make sure Gaming Mode is Enabled. If not, click Enabled. Click Apply

and then Continue.
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Frequently Asked Questions (continued)

How can | use Gamespy behind my DI-808HV?

Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter admin for the username and your password (blank by default).

Step 2 Click on the Advanced tab and then click Virtual Server on the left side.

Step 3 You will create 2 entries.
Step 4 Click Enabled and enter
Settings:

NAME - Gamespyl

PRIVATE IP - The IP Address of
your computer that you are
running Gamespy from.

PROTOCOL TYPE - Both
PRIVATE PORT - 3783

Click Apply and then continue

Step 5 Enter 2nd entry:
Click Enabled

NAME - Gamespy?2

PRIVATE IP - The IP Address of
your computer thatyou are
running Gamespy from.

PROTOCOL TYPE - Both
PRIVATE PORT - 6500
PUBLIC PORT - 6500
SCHEDULE - Always.

Click Apply and then continue.

S

-Link

Buliimg Networks for Peopie

A

Virtual Server
Application
Filter
Firewall
SNMP

DDNS

Routing

JLEOEE

bMz

D-Link

BUINg Networks for People

(\
L
\4

Virtual Server
Filter
" Firewan

DDNS

2

il

N

DI-808HV
Broadband VPN Router

m Advanced BRCTIE Status Help

i e
Virtual Server is used to allow Infernet users aceess o LAN senices.

@Enabled O Disabled
Name [gmesyr ]
Private IP 1o2e80f0 |
Protocol Type  Both v

Private Part N
Public Port [EE
Sehedule @ Awars
© From
Apply Cancel Help
NETE PivatalP Protocol Sehedule
virtual Server FTP 0.000 TCP21I2N  always El)
Virtual Server HTTP 0000 TCPE0/ED  always ]
Virtus| Server HTTPS 0000 TCP 4435443 aways E)]
Virtual Server DNg 0.000 UDP53/53  atways Ef7)
Vitual Server SMTP 0.000 TCP25/25  aways E}7]
virtual Server FOP3 0.000 TCP 1107110 aways Ef7)
Virtual Server Telnst 0000 TCP 23123 always B
1PSec 0000 TGP 5001500 ahways Eh]
PPTP 0000 TPV awavs Bi]
DI-808HV
Broadband VPN Router

m Advanced [T Status Help

itual Server
Wittual Server s used to allow Intemet users aceess to LAN sevices.

@Enabled O Disabled
Name [omemz |

—
Private IP 182.168.0/100 |

Profacol Type  [Both |

Private Port |eso0 |
Public Port [ss00 ]
Schedule ® Atways

O From  Time |

@ 00

Apply Cancel Help

irtual Server L
Name Frivate P Protocol Schedule

Virtual Server FTP 0008 TOPZUIT  always Ej]
Vitual Server HTTP 0000 TCPENIED  ahvays El7)
Vittual Senver HTTPE 0000 TCP 4437443 always E)]
Virtual Server DNS 0008 UDF 53763 always Ej]
Virtual Server SMTP 0000 TCP25/25  always [E]i]
Vittual Server POP3 0000 TCP110/110 always EY]
Vitual Server Telnet 0000 TCP23123  ahways El7)
1PSer o0on TCP 500500 always E)7]
PPTP 0000 TEPIT2 oiwaws El}
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Frequently Asked Questions (continued)

How do | configure my DI-808HV for KaZzaA and Grokster?

The following is for KaZaA, Grokster, and others using the FastTrack P2P file sharing
system.

In most cases, you do not have to configure anything on the router or on the Kazaa
software. If you are having problems, please follow steps below:

Step 1 Enter the IP Address of your router in a web browser (192.168.0.1).
Step 2 Enter your username (admin) and your password (blank by default).
Step 3 Click on Advanced and then click Virtual Server.

Step 4 Click Enabled and then enter a Name (kazaa for example).

Step 5 Enter the IP Address of the computer you are running KaZaA from in the
Private IP box. Select TCP for the Protocol Type.

Step 6 Enter 1214 in the Private and Public Port boxes. Click Always under
schedule or set a time range. Click Apply.

D-Link

BuINmg Networks 1or Peopie

DI-808HV
Broadband VPN Router

| Home WUIETLITE Tools | Status Help

Wirtual Serveris used to allow Internet users access to LAN services

A4

@ Enabled O Disabled

Name |kazaa 1

Vit R Private IP 192.168.0/10 |
_ Protocol Type [ T6P_ v
Private Port |6500 |
— Public Part |6500 |
Filter e
Sehedule @ Aways
o o0 o0 o [0 Ml o0
Firewall O Fram Time |0 fro 00 {00 ]
day S [ ]
— -
SNMP &I
Apply Cancel Help
DDNS
(el MNarne Private [P Frotocol Schedule
RELTNG wirtual Server FTP 0000 TCP21121  ahways L]
wirtual Server HTTF 0.0.0.0 TCPBO/BO  ahways 4]
— [
bmz virtual Server HTTPS 0.0.0.0 TOP 4431443 ahways A
Virtual Server DNS 0000 UDP53/53  ahways R
virtual Server SHTP 0.0.0.0 TCP25/25  ahways [EA)
Virtual Server POP3 0000 TCP 1101110 atways Z1)

Make sure that you did not enable proxy/firewall in the KaZaA software.
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Frequently Asked Questions (continued)

How do | configure my DI-808HV to play Warcraft 3?

To hose a Warcraft 3 game, you must open ports on your router to allow incoming
traffic. To play a game, you do not have to configure your router.

Warcraft 3 (Battlenet) uses port 6112.

For the DISO8HV: e DI-808HV

Broadband VPN Router

BTN Advanced BRETIT Status Help

Step 1 Open your web browser and

enter the IP Address of your router v @O o
(192.168.0.1). Enter username (admin) e | 1= ]

and your password (leave blank). — il

Step 2 Click on Advanced and then pumm— T e

click Virtual Server. =l @ Qo0

Apply Cancel Help

|
Step 3 Create a new entry: Click A L =
Enabled. Enter a name (warcraft3). o | oo e e
Private IP - Enter the IP Address of wmperve m oo e K
the computer you want to host the el DB S B
game. Select Both for Protocol Type BANE TR e gu

Enter 6112 for both Private Port and
Public Port Click Always or set a schedule.

Step 4 Click Apply and then Continue.

Note: If you want multiple computers from you LAN to play in the same game that
you are hosting, then repeat the steps above and enter the IP Addresses of the other
computers. You will need to change ports. Computer #2 can use port 6113, computer
#3 can use 6114, and so on.

You will need to change the port information within the Warcraft 3 software for
computers #2 and up.

Configure the Game Port information on each computer:
Start Warcraft 3 on each computer, click Options > Gameplay. Scroll down and you

should see Game Port. Enter the port number as you entered in the above steps.
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Frequently Asked Questions (continued)

How do | use NetMeeting with my DI-808HV?

Unlike most TCP/IP applications, NetMeeting uses DYNAMIC PORTS instead of
STATIC PORTS. That means that each NetMeeting connection is somewhat different
than the last. For instance, the HTTP web site application uses port 80. NetMeeting
can use any of over 60,000 different ports.

All broadband routers using (only) standard NAT and all internet sharing programs like
Microsoft ICS that use (only) standard NAT will NOT work with NetMeeting or other
h.323 software packages.

The solution is to put the router in DMZ.

Note: Afew hardware manufacturers have taken it on themselves to actually provide
H.323 compatibility. This is not an easy task since the router must search each
incoming packet for signs that it might be a netmeeting packet. This is a whole lot
more work than a router normally does and may actually be a weak point in the
firewall. D-Link is not one of the manufacturers.

To read more on this visit http://www.HomenetHelp.com

How do | set up my DI-808HV to use iChat? -for Macintosh users-

You must open ports on your router to allow incoming traffic while using iChat.
iChat uses the following ports: 5060 (UDP), 5190 (TCP), and File Sharing 16384-
16403 (UDP) to video conference with other clients

Step 1 Open your web browser and enter the IP Address of your router
(192.168.0.1). Enter username (admin) and your password (leave blank).

Step 2 Click on Advanced and then click Firewall.

144



Frequently Asked Questions (continued)

How do | set up my DI-808HV to use iChat? -for Macintosh users-

W

(continued)
Step 3 Create a new firewall =
o D-Link
rule: BUTKNg Retworks for Feople DI-808HV
. Broadband VPN Router
Click Enabled. [ Home WYTLTR Tools | Status | Help
Enter a name (IChatl) . BT o o :F\;E.M;a\\rli‘;:\;;:an be used to allow or deny traffic frorm passing thraugh the DI-B0BHY.

Click Allow.
@Enabled O Disabled

Next to Source, select

Name lichan ]
WAN under interface' o \?‘e:!x OIPDSEIZ:I IP End Frolocal  FortRange
In the first box, enter an *. Souse  wans 1 —
Leave the second box =l e ““Tﬁf“ﬂ1 L1 [oorl] [soeol ]
empty. O rom  Time]10 [ ho[o0 [0 9]

Firewall

Next to Destination, toy[Sum ¥ to[5m ¥] )
select LAN under snmp S) @0
. ply Cancel Help
interface. DONS

Enter the IP Address of

Action Name Source Destination  Protocol

Ll

Routing v Allow Allowsto Ping WAN port - AR,® LAN,192.168.0.11CMP,™ )]
the computer you are it e 4
running iChat from. T  Allow Default LANS 19218801 ** El]

Leave the second box empty. Under Protocol, select UDP. In the port range boxes,
enter 5060 in the first box and

leave the second box empty. =

Click Always or set a D-Link DI-808HV
schedule. Broadband VPNRouter
Step 4 Click Apply and then 7 mmlvanceﬂ Tools Status Help

. Firevrall Ru\es‘can be used to allow or deny traffic from passing through the DI-808HY.
Continue.

/\
%
W

LY

@enanied O Disabled

Name lichatz ]
Action @anow O Deny
Interface 1P Start 1P End Protocol  Port Range
Source WAN ¥ ]
Step 5 Destination [ LAN v| [1921680100 | upp v| [1638 1640
Filter ool ®
Repeat steps 3 and 4 enter e

© From  Time|00 v {00 v iro[00 v [[o0 v

ichat2 and open ports 16384- i1 =0 to[sn ¥]
16403 (UDP). 2 99

Apply Cancel Help

DDNS

Ll

ActionName Source Destination Protocol
Routing  Allow Allowto Ping WAN port VWAN® LAN,192.168.0.1 ICMP,~ El]
s LAN - wx IEN
v Deny Default ! Teaneana ; Eli]
i @ Allow Default Lan 18216304 %* 2]
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Frequently Asked Questions (continued)

How do | set up my DI-808HV to use iChat? -for Macintosh users-
(continued)

For File Sharing:
Step 1 Click on Advanced and

then Virtual Server. - i
[ Home WUIZUEETE Tools | Status Help
Step 2 Check Enabled to e e St ussrsnosss S ssrioes
activate entry. Scrais Ot
Step 3 Enter a name for your o Pascanee @ ¥
virtual server entry (ichat3). |
Schedule ® Always
Step 4 Nextto Private IP, enter el
the IP Address of the computer on
your local network that you want o opty Cancet b
to allow the incoming service to. g S e T
P— Virtual Sarver HTTP 0000 TCRBOrED  aways B
Step 5 Select TCP for Protocol " s e — 3
Type. e S - -
virual Server Telnet 0000 TCP23/23  always [E})
IPsec 0000 TCP 5004500 always B

Step 6 Enter 5190 next to Private
Port and Public Port.

Stsp 7 Click Always or configure a schedule.

Step 8 Click Apply and then Continue.

If using Mac OS X Firewall, you may need to temporarily turn off the firewall in
the Sharing preference pane on both computers.

To use the Mac OS X Firewall, you must open the same ports as in the router:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.

Step 3 Click the Firewall tab.

Step 4 Click New.

Step 5 Choose Other from the Port Name pop-up menu.

Step 6 In the Port Number, Range or Series field, type in: 5060, 16384-16403.
Step 7 In the Description field type in: iChat AV

Step 8 Click OK.
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Frequently Asked Questions (continued)

How do | send or receive a file via iChat when the Mac OSX firewall
is active? -for Macintosh users- Mac OS X 10.2 and later

The following information is from the online Macintosh AppleCare knowledge base:

“iChat cannot send or receive a file when the Mac OS X firewall is active in its default
state. If you have opened the AIM port, you may be able to receive a file but not send
them.

In its default state, the Mac OS X firewall blocks file transfers using iChat or America
Online AIM software. If either the sender or receiver has turned on the Mac OS X firewall,
the transfer may be blocked.

The simplest workaround is to temporarily turn off the firewall in the Sharing preference
pane on both computers. This is required for the sender. However, the receiver may keep
the firewall on if the AIM port is open. To open the AIM port:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.
Step 3 Click the Firewall tab.
Step 4 Click New.

Step 5 Choose AOL IM from the Port Name pop-up menu. The number 5190
should already be filled in for you.

Step 6 Click OK.

If you do not want to turn off the firewall at the sending computer, a different file sharing
service may be used instead of iChat. The types of file sharing available in Mac OS X are
outlined in technical document 106461, "Mac OS X: File Sharing" in the AppleCare Knowl-
edge base online.

Note: If you use a file sharing service when the firewall is turned on, be sure to click the

Firewall tab and select the service you have chosen in the "Allow" list. If you do not do
this, the firewall will also block the file sharing service. “
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Frequently Asked Questions (continued)

What is NAT?

NAT stands for Network Address Translator. Itis proposed and described in RFC-
1631 and is used for solving the IP Address depletion problem. Each NAT box has a
table consisting of pairs of local IP Addresses and globally unique addresses, by
which the box can “translate” the local IP Addresses to global address and vice versa.
Simply put, it is a method of connecting multiple computers to the Internet (or any
other IP network) using one IP Address.

D-Link’s broadband routers (ie: DI-808HV) support NAT. With proper configuration,
multiple users can access the Internet using a single account via the NAT device.

For more information on RFC-1631: The IP Network Address Translator (NAT), visit
http://www.fags.org/rfcs/rfc1631.html
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Contacting Technical Support

You can find the most recent software and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States for the
duration of the warranty period on this product.

U.S. customers can contact D-Link technical support through our web site,
or by phone.

D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com

When contacting technical support, you will need the information below. (Please look
on the back side of the unit.)

B Serial number of the unit
B Model number or product name

B Software type and version number
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Warranty

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited
warranty for its product only to the person or entity that originally purchased the product from:

| D-Link or its authorized reseller or distributor and
B Products purchased and delivered within the fifty states of the United States, the District of

Columbia, U.S. Possessions or Protectorates, U.S. Military Installations, addresses with an
APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described
below will be free from material defects in workmanship and materials from the date of original retail
purchase of the product, for the period set forth below applicable to the product type (“Warranty
Period”), except as otherwise stated herein.

1-Year Limited Warranty for the Product(s) is defined as follows:

M Hardware (excluding power supplies and fans) One (1) Year
B Power Supplies and Fans One (1) Year
W Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period
at no charge to the original owner or to refund at D-Link’s sole discretion. Such repair or replacement will
be rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not be
new or have an identical make, model or part. D-Link may in its sole discretion replace the defective
Hardware (or any part thereof) with any reconditioned product that D-Link reasonably determines is
substantially equivalent (or superior) in all material respects to the defective Hardware. Repaired or
replacement Hardware will be warranted for the remainder of the original Warranty Period from the date
of original retail purchase. If a material defect is incapable of correction, or if D-Link determines in its sole
discretion that it is not practical to repair or replace the defective Hardware, the price paid by the original
purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link of the defective
Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which the purchase price is
refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”)
will substantially conform to D-Link’s then current functional specifications for the Software, as set forth
in the applicable documentation, from the date of original retail purchase of the Software for a period of
ninety (90) days (“Warranty Period”), provided that the Software is properly installed on approved
hardware and operated as contemplated in its documentation. D-Link further warrants that, during the
Warranty Period, the magnetic media on which D-Link delivers the Software will be free of physical
defects. D-Link’s sole obligation shall be to replace the non-conforming Software (or defective media)
with software that substantially conforms to D-Link’s functional specifications for the Software or to
refund at D-Link’s sole discretion. Except as otherwise agreed by D-Link in writing, the replacement
Software is provided only to the original licensee, and is subject to the terms and conditions of the
license granted by D-Link for the Software. Software will be warranted for the remainder of the original
Warranty Period from the date or original retail purchase. If a material non-conformance is incapable of
correction, or if D-Link determines in its sole discretion that it is not practical to replace the non-
conforming Software, the price paid by the original licensee for the non-conforming Software will be
refunded by D-Link; provided that the non-conforming Software (and all copies thereof) is first returned
to D-Link. The license granted respecting any Software for which a refund is given automatically
terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software
of D-Link’s products will not be applied to and does not cover any refurbished product and any product
purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers,
or the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case,
the product is being sold “As-Is” without any warranty whatsoever including, without limitation, the
Limited Warranty as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its
return policy. In case the return policy period has expired and the product is within warranty, the
customer shall submit a claim to D-Link as outlined below:

B The customer must submit with the product as part of the claim a written description of the
Hardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm
the same.
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B The original product owner must obtain a Return Material Authorization (“RMA”") number from
the Authorized D-Link Service Office and, if requested, provide written proof of purchase of
the product (such as a copy of the dated purchase invoice for the product) before the
warranty service is provided.

B After an RMA number is issued, the defective product must be packaged securely in the
original or other suitable shipping package to ensure that it will not be damaged in transit, and
the RMA number must be prominently marked on the outside of the package. Do notinclude any
manuals or accessories in the shipping package. D-Link will only replace the defective portion
of the Product and will not ship back any accessories.

B The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery
(“COD") is allowed. Products sent COD will either be rejected by D-Link or become the
property of D-Link. Products shall be fully insured by the customer and shipped to D-Link
Systems, Inc., 17595 Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held
responsible for any packages that are lost in transit to D-Link. The repaired or replaced
packages will be shipped to the customer via UPS Ground or any common carrier selected by
D-Link, with shipping charges prepaid. Expedited shipping is available if shipping charges are
prepaid by the customer and upon request.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product
that is not packaged and shipped in accordance with the foregoing requirements, or that is determined
by D-Link not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link’s
judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse,
faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in the
documentation for the product, or if the model or serial number has been altered, tampered with, defaced
or removed; Initial installation, installation and removal of the product for repair, and shipping costs;
Operational adjustments covered in the operating manual for the product, and normal maintenance;
Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage;
Any hardware, software, firmware or other products or services provided by anyone other than D-
Link; Products that have been purchased from inventory clearance or liquidation sales or other sales in
which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the
product. Repair by anyone other than D-Link or an Authorized D-Link Service Office will void this
Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE
PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING,
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR APARTICULAR PURPOSE
AND NON-INFRINGEMENT. IFANY IMPLIED WARRANTY CANNOT BE DISCLAIMED INANY TERRITORY
WHERE APRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO
NINETY (90) DAYS. EXCEPTAS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED
HEREIN, THE ENTIRE RISKAS TO THE QUALITY, SELECTION AND PERFORMANCE OF THE PRODUCT IS
WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE
UNDERANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY
FORANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER,
WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT LIMITED TO,
DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER
FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-
LINK'S PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON,
OR INTEGRATED WITHANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING
FROM THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, ORARISING OUT OF ANY
BREACH OF THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. THE SOLE REMEDY FOR ABREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM
LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE PRODUCT
COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES
ARE EXCLUSIVEANDARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES, EXPRESS, IMPLIED OR
STATUTORY
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Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some
states do not allow exclusion or limitation of incidental or consequential damages, or limitations on how
long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This limited
warranty provides specific legal rights and the product owner may also have other rights which vary
from state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered
trademarks are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying
this Product may be reproduced in any form or by any means or used to make any
derivative such as translation, transformation, or adaptation without permission from
D-Link Corporation/D-Link Systems, Inc., as stipulated by the United States Copyright
Act of 1976. Contents are subject to change without prior notice. Copyright® 2003 by
D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communication. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one or more of the following measures:

B Reorient or relocate the receiving antenna.

B Increase the separation between the equipment and receiver.

B Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

W Consult the dealer or an experienced radio/TV technician for help.
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Registration

Register online your D-Link product at http://support.dlink.com/register/
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